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Abstract

This paper documents the results of the SCPS Transport Protocol (SCPS-TP) portion of
the SCPS/STRV Flight Experiment (SSFE).  This experiment involved hosting the SCPS-TP
protocol on the STRV 1b spacecraft and testing the operation of the protocol between the
space-based endpoint and the ground.  The communication environment imposed round-trip
delays of approximately 8 seconds, error rates from 0 to > 10-4, and very low speed links
(1000 bps from space to ground, and 125 bps from ground to space).  The experiment
examined the effects on throughput, link utilization, and bit-efficiency of the TCP Timestamps
capability, a Selective Negative Acknowledgment (SNACK) capability, and an end-to-end
Header Compression capability.  The paper presents the results of a factorial experiment
conducted in a laboratory environment configured to simulate the flight test environment, then
presents the results of those configurations from the factorial experiment that were tested in
the flight environment.  The experiment results show that SNACK and Header Compression
greatly improve throughput, while the TCP Timestamps capability reduces throughput.

KEYWORDS: SCPS STRV TCP   
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Executive Summary

Purpose of This Document
The Space Communications Protocol Standards - Transport Protocol (SCPS-TP) is being

developed by the joint NASA/DOD Space Communications Protocol project.  This report
documents the findings of the SCPS/STRV Flight Experiment (SSFE) SCPS-TP test.

Background
In the fall of 1992, NASA and the DOD jointly established a technical team (the SCPS

Technical Working Group, or “SCPS-TWG”) to explore possibilities for developing common
space data communications standards.  By the end of 1993 the team concluded that wide
segments of the U.S. civil and military space communities have common needs for protocols
to support in-flight monitoring and control of civil and military spacecraft.  In 1994, the U.K.
Defence Research Agency joined the SCPS-TWG with specific interoperability interests for
the U.K. Skynet series of military communications satellites.

The program of work to develop these protocols includes specification, simulation,
implementation, and testing.  The SCPS/STRV Flight Experiment is the latest in a series of
tests, that has included simulation, laboratory testing, and a bent-pipe test over a satellite link.
The SCPS/STRV Flight Experiment was the first test to actually host the prototype software
on a spacecraft, and was intended to evaluate performance and functionality in the anticipated
implementation and operational environments.

The protocols tested in the SSFE include the SCPS File Protocol, the SCPS Transport
Protocol, and the SCPS Security Protocol.  All of the SCPS File Protocol testing made use of
the SCPS Transport Protocol, and the SCPS Security Protocol testing used the SCPS
Transport Protocol as its data source.  The tests of the SCPS File Protocol and SCPS
Security Protocol are documented separately (reference [14], [15]).

The SSFE was conducted between 2 January 1996 and 30 April 1996 and between 16
July 1996 and 31 July 1996.  The SCPS-TP tests were conducted by U.K. Defence Research
Agency personnel stationed at Lasham, England and at Farnborough, England, and by
MITRE and Gemini Industries personnel at Reston, Virginia.  The tests were conducted at
Lasham, England and Reston, Virginia.

SSFE SCPS-TP Test Objectives
The objectives of the transport protocol portion of the SSFE were as follows:

• to gain experience in hosting SCPS-TP on an actual spacecraft and
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• to examine the performance of SCPS-TP when running over a real space/ground data
link.

 In examining the performance of SCPS-TP, we tested three specific capabilities.  The
following list cites the primary benefits expected from each of the capabilities:

• TCP Timestamps:  this capability improves SCPS-TP’s estimate of round trip time,
which can become distorted in error-prone environments.

• SCPS-TP Header Compression:  this capability reduces protocol overhead by reducing
the size of SCPS-TP headers.

• Selective Negative Acknowledgment:  this capability improves SCPS-TP’s error
response by providing detailed information about missing or corrupted data.

We wished to determine the extent to which each of these capabilities affected
performance at various bit-error rates.  We also wished to determine if there were any
significant interactions between the options that would restrict the ability of a user or program
to pick the options individually.

We met the objectives stated above.  The process of hosting the SCPS-TP protocol onto
the STRV was a difficult one, primarily due to the limited availability of C-language
development tools for the MIL-STD-1750A processor.  The generally poor quality of
development tools delayed our discovery and correction of two implementation errors.  This
rendered invalid the results of the first set of tests that we conducted.  We were able to
conduct a limited amount of retesting, which was used to confirm the results we gathered in
the laboratory.

Summary of Results
The experiment was conducted in three phases:  we performed initial testing in the field,

then we tested the protocols extensively in the laboratory, then we performed final testing in
the field.  The field results presented in this report reflect the results of the final field testing.

We made the following performance measurements in all tests: throughput, link
utilization, and bit-efficiency.  Throughput is a measure of the average rate at which the
protocol can move user data, and is one of the most commonly used measurements of
communication protocol performance.  Link utilization is a measure of the ability of the
protocol to “keep the pipe full.”  This ability is important in space communication, in which
contact times may be limited.  The protocol should not allow the link to be idle when data is
waiting to be transmitted.  Finally, bit-efficiency is a measure of the amount of protocol
overhead required to transfer a user’s data.  The overhead includes protocol headers,
acknowledgment traffic, and any retransmissions required to get the user data to its
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destination.  Bit efficiency is important in spacecraft communications, because link capacity is
generally a scarce resource.

Eight protocol configurations were tested in the laboratory, and of those eight, five were
tested in the field. The following graphs briefly summarize the field test results, with
predictions based on the laboratory results shown for reference.  The three graphs correspond
to the three types of performance measures made:  throughput, link utilization, and bit-
efficiency.  Each graph presents the results of the protocol configurations that performed the
best and the worst in the field.  The laboratory predictions are based on the mean response
resulting from 10 tests at each of the following bit-error rates:  10-6, 10-5, 2x10-5, 5x10-5, 10-4.

The first graph presents the throughput results.  Readers should bear in mind that the
maximum possible throughput of a SCPS-TP connection is 768 bps, not including SCPS-TP
protocol overhead.  The graph shows that the best throughput was obtained by the
configuration (Configuration 6) that enabled the Selective Negative Acknowledgment and
SCPS-TP Header Compression capabilities, described above.  The poorest throughput in the
field resulted from the configuration (Configuration 1) that had none of the SCPS-TP
capabilities enabled.  (Note that the laboratory results indicate that the configuration that
enabled TCP Timestamps and none of the other capabilities would have shown lower
throughput than Configuration 1, but this configuration was not tested in the field.)
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The next graph presents link utilization results. The graph shows that the best link
utilization was obtained by the configuration (Configuration 8) that enabled all of the
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capabilities under test.  The poorest link utilization in the field resulted from the configuration
(Configuration 1) that had none of the SCPS-TP capabilities enabled.
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The final graph presents bit-efficiency results. The graph shows that the best bit-efficiency
was obtained by the configuration (Configuration 5) that enabled SCPS-TP Header
Compression.  The poorest bit-efficiency in the field resulted from the configuration
(Configuration 1) that had none of the SCPS-TP capabilities enabled.  However, as with the
throughput tests, the configuration with TCP Timestamps (only) enabled had worse bit-
efficiency than Configuration 1 in the laboratory tests, but was not tested in the field.  Note
that the bit-efficiency results from the field tests tend to be higher than the results from the
laboratory tests of corresponding configurations.  This is due to an inherent difference
between the field test environment and the laboratory test environment.
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Conclusions
The SCPS-TP protocol appears to be well-suited to the long-delay, potentially high bit-

error rate environment of the STRV.  All configurations were able to sustain connections at
bit-error rates of 10-4 and yield throughput in excess of 130 bps (17% of maximum possible).
The Selective Negative Acknowledgment (SNACK) capability was principally responsible for
the ability of the SCPS-TP to operate well in high bit-error rate environments (the
configuration with the SNACK capability enabled showed only a 15% drop from maximum
throughput at a bit-error rate of approximately 10-4).  The SCPS-TP Header Compression
accounted for an 18% increase in throughput over the configurations that did not use Header
Compression at zero bit error rate.

The following conclusions derive from the laboratory testing and are confirmed by the
flight test results:

1. The SNACK capability significantly improves throughput at high bit-error rates, and
has no negative effects on throughput at low bit-error rates.

2. The TCP Timestamps capability has a negative effect on throughput at low bit-error
rates.  It has a strongly negative effect on bit-efficiency.  When used in combination
with SNACK, throughput is lower than when using SNACK alone.  (The magnitude
of the negative effect of TCP Timestamps on throughput is exaggerated by the small
packet size imposed by the STRV.  With larger packet sizes, this effect is mitigated.)

3. The SCPS-TP Header Compression capability has a significant, positive effect on
throughput at bit-error rates of 5x10-5 and below.  Header Compression improves bit-
efficiency at all bit-error rates.  (The positive effect of Header Compression on
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throughput is exaggerated by the small packet size imposed by the STRV in the same
manner that the negative effect of the TCP Timestamps is, above.  As with TCP
Timestamps, the effect of Header Compression on throughput will diminish as the
packet size increases.)

The following conclusions are supported by the laboratory testing, but were neither
confirmed nor refuted by the flight test results:

1. The SNACK capability significantly improves link utilization at high bit-error rates,
has no negative effects on link utilization at low bit-error rates, and has no impact on
bit-efficiency.

2. The TCP Timestamps capability has a moderately positive effect on link utilization.
When used in combination with SNACK, link utilization is improved slightly.

3. The SCPS-TP Header Compression capability has no effect on link utilization.

Recommendations
We document recommendations primarily directed at ourselves in Appendix C, Lessons

Learned.  The following recommendations are directed toward potential users of SCPS-TP
and toward the sponsors of this effort.

1. Push ahead in the effort to standardize SCPS-TP and deploy it in environments that
have similar delay and error characteristics to the STRV environment.

2. When using SCPS-TP in STRV-like environments, enable SNACK.

SNACK has no negative effects when errors are not present, and is primarily
responsible for the protocol’s ability to sustain relatively high throughputs at high bit-
error rates.

3. When using SCPS-TP in STRV-like environments, enable Header Compression.

The Header Compression capability reduced the size of SCPS-TP headers, improving
throughput and bit-efficiency.  These effects were particularly dramatic because the
maximum packet size of the STRV was small.  As the packet size increases, the
positive effect of Header Compression will diminish.

4. When using SCPS-TP in STRV-like environments, disable TCP Timestamps.

The TCP Timestamps capability reduced throughput at low bit-error rates, and
provided no significant improvement in throughput at high bit-error rates when
SNACK was in use.  As with Header Compression, the negative effects of TCP
Timestamps are exaggerated by the small packet sizes on STRV.

5. Evolve the program of testing toward integrated tests.
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Although there are still specific SCPS-TP capabilities to be tested, the focus of future
tests should be integrated-stack testing.  Tests of individual protocol capabilities can
be conducted either as part of integrated-stack testing or as a small, focused portion of
a larger test.  The SCPS-NP, which has not as yet undergone flight testing, will
probably benefit from more substantial, focused testing.  However, this can still be
conducted in the context of an overall test.
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Foreword

This is Volume 1 of the Final Report of the SCPS-TP Testing on the UK DRA STRV.  It
contains the body of the report.  The Appendixes appear in Volume 2, which is printed under
separate cover.
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Section 1

Introduction

In the fall of 1992, NASA and the DOD jointly established a technical team (the SCPS
Technical Working Group, or “SCPS-TWG”) to explore possibilities for developing common
space data communications standards, with a principal focus on the activities associated with
in-flight monitoring and control of civil and military spacecraft.  In practical terms, these
activities involve a ground control center conducting a dialog with a remote spacecraft to
transmit telecommands, to up-load and verify onboard software loads, and to confirm correct
spacecraft performance via a flow of telemetry.

The team adopted a two-pronged approach in its study phase:  part of the team conducted
a top-down survey of representative civil and military space data communications
requirements, while the remainder of the team conducted a bottom-up analysis of available
standard data communications protocols.  The team compared the results to see how
capabilities matched requirements, and formulated recommendations for future work.  In
evaluating existing capabilities, first priority was given to commercially-supported “off the
shelf” standards.  However, recognizing unique requirements of the space mission
environment (long propagation delays, noise-induced errors, and limited spacecraft data
processing resources and communications capacity), the team also considered other options.
By the end of 1993 the team concluded that wide segments of the U.S. civil and military space
communities have common needs for:

• An efficient file handling protocol, capable of supporting file transfers initiated either
from ground-based systems or space-based systems

• A data transport protocol that provides the user with selectable levels of reliability,
based on operational need, between computers that are communicating over a network
containing one or more space data transmission paths

• Optional data protection mechanisms to assure the end-to-end security and integrity of
such message exchange

• An efficient protocol to support connectionless routing of messages through networks
containing space data links.

Following the study phase, the SCPS-TWG began development of four specifications, one
for each of the protocols, that address the above requirements:  the SCPS File Protocol
(SCPS-FP), the SCPS Transport Protocol (SCPS-TP), the SCPS Security Protocol (SCPS-
SP), and the SCPS Network Protocol (SCPS-NP).  These draft specifications have been
submitted to the appropriate DOD authority for adoption as military standards, and to the
appropriate international body for consideration of adoption as international standards.  At the
completion of these standards activities, resulting standards may then be adopted by any
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military, civil, or commercial organization for use in any space system.  It is the intent of
NASA and DOD that commercial vendors produce the SCPS protocols as widely-distributed
commercial products, thus helping to reduce the cost of space systems while increasing their
interoperability.

Part of the protocol development includes a rigorous test program.  Previously, the SCPS-
TP was tested in a “bent-pipe” environment, in which two ground-based workstations
communicated via a satellite link [13].  One of the key elements of the test program is a
“protoflight” test, in which the SCPS protocols are flown as experimental payloads on one or
more satellites.  The first component of this protoflight phase of testing involved testing the
SCPS protocols onboard a Space Technology Research Vehicle (STRV) operated by the UK
Defence Research Agency (DRA).  This test, the SCPS-STRV Flight Experiment (SSFE),
included tests of the SCPS File Protocol (SCPS-FP), the SCPS Transport Protocol (SCPS-
TP), and the SCPS Security Protocol (SCPS-SP).  This report documents the results of the
initial protoflight testing of the SCPS Transport Protocol, which is an extension of the testing
documented in [13].

This document is organized into seven sections and five appendixes.  Section 1 is this
Introduction.  Section 2 puts forth the experiment objectives.  Section 3 describes the
experiment plan and Section 4 describes the experiment configuration.  Section 5 documents
the experiment methods that were used to conduct the experiments and gather the data.
Section 6 presents the experiment results, and Section 7 presents conclusions and
recommendations.  Appendix A documents the equations that are unique to this paper that
were used in the data analysis. Appendix B contains the data collected during the experiment.
Appendix C documents some of the lessons learned during the experiment.  Appendix D
presents an overview of the SCPS-TP protocol, and Appendix E briefly describes the SCPS-
TP implementation.
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Section 2

Objectives

The objectives of the transport protocol portion of the SSFE were as follows:

• to gain experience in hosting the SCPS-TP on an actual spacecraft and

• to examine the performance of the SCPS-TP when running over a real space/ground
data link.

The first objective was achieved - the experience of hosting the SCPS protocols on a
resource-constrained platform led to modifications in several implementation approaches.  The
protocol specifications appear to require no significant modification as a result of the testing.
The lessons learned from conducting the experiment and porting the SCPS-TP protocol to the
STRV platform are documented in Appendix C of this document.

The second objective (to examine the performance of the SCPS protocols in the STRV
flight environment) was also met with the following caveat:  some performance results derive
from testing over an actual space-ground link and some from testing over a simulated link.
We collected laboratory data that thoroughly demonstrates specific aspects of the behavior of
the SCPS transport protocol in a simulation of the STRV flight environment.  During the
course of the flight test we identified and corrected two coding errors in the software that
significantly affected performance.  We retested the protocols and found good correspondence
between the laboratory and the field data, but did not have enough time during the retest to
take as much data as originally planned.  Nevertheless, experiments that we ran onboard the
STRV confirm, to a large degree, the conclusions that were based on the data taken in the
laboratory.  For some conclusions, we were unable to confirm the laboratory conclusion, but
saw no evidence that would refute those conclusions.  In our discussion of the field
experiment results, we discuss how the data from each test relates to the corresponding data
taken in the laboratory.

The performance measures were throughput, link utilization, and bit-efficiency.
Throughput measures the average rate at which the protocol can move user data, and is one
of the most commonly used measurements of communication protocol performance.  Link
utilization is a measure of the ability of the protocol to “keep the pipe full” when there is data
ready to be transmitted.  This ability is important in space communication, in which contact
times may be limited.  The protocol should not allow the link to be idle for significant periods
of time.  Finally, bit-efficiency is a measure of the amount of protocol overhead required to
move a user’s data.  The overhead includes protocol headers, acknowledgment traffic, and
any retransmissions required to get the user data to its destination.  Bit efficiency is important
in spacecraft communications, because link capacity is generally a scarce resource.
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Section 3

Design

The SCPS-TP SSFE design consisted of five 2kr factorial experiments, one at each of five
bit-error rates.  (The 2kr terminology is explained in detail in reference [11].  In brief, under a
2kr  factorial experiment design, there are k factors that can each take on one of two discrete
levels, yielding a total of 2k experiments.  Each of the 2k experiments is replicated r times.)
This type of experiment design allows us to examine the effect that each factor contributes to
performance through a technique known as allocation of variation.  Since we use multiple
replications, we can isolate the effects of experimental error, as well.

Our factorial experiment, conducted in the laboratory, was configured with k = 3 and r =
10, meaning that we tested three different factors, and replicated each test ten times.  The
three factors of interest to us were three different SCPS-TP capabilities:  TCP Timestamps,
SCPS Header Compression, and SCPS SNACK.

The TCP Timestamps capability, defined in [10], provides two primary benefits:  it
improves TCP’s estimate of round-trip time, which can become distorted in error-prone
environments; and it serves as an extension to the sequence number space for very high-rate
applications.  (It is in the ability to improve the estimate of round trip time that we are
interested.)  The SCPS Header Compression capability replaces or omits invariant fields in the
SCPS-TP headers, to reduce protocol overhead.  The SCPS SNACK capability improves the
protocol’s response to errors.  Refer to Appendix D for a more detailed description of each of
these capabilities.

We wished to determine the extent to which each of these capabilities affected
performance at various bit-error rates.  We also wished to determine if there were any
significant interactions between the options that would restrict the ability of a user or program
to pick the options individually. Each test consisted of a bulk-data transfer from the spacecraft
to the ground.  The size of each transfer was approximately 50000 bytes of user data (the
amount of data per transfer was rounded to a multiple of the amount of user data per packet).

Since we repeated the laboratory experiments ten times at five different bit-error rates, we
conducted a total of 400 tests (23 * 10 * 5 = 400).  Each test took between 10 and 45 minutes
to execute.  For each test, we measured throughput, link utilization, and bit-efficiency.
(Appendix B contains the experimental data for the laboratory experiments and the field
experiments.  Appendix A contains the equations used to calculate any non-directly-measured
results.)

We did not attempt to fully replicate the laboratory experiment in the field. The laboratory
experiment design depends on our ability to control the bit-error rate of the test.  This was
possible in the laboratory environment, but not in the field.  In addition to our inability to
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control the bit-error rate on the link, there was simply not time to collect the volume of data
necessary to replicate the results.  Rather, we decided to take data for selected configurations
over a broad range of bit-error rates with the intent of confirming that the laboratory data was
a valid representation of the protocol in the field.  We calculated predicted responses for each
of the measurements of interest (throughput, link utilization, and bit-efficiency) over the range
of bit-error rates that we tested in the laboratory, and compared these predictions to the
results obtained from the flight-tests.
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Section 4

Configuration

We conducted the SSFE SCPS-TP experiments in the laboratory, using the SCPS test
bed, and in the field, using equipment largely provided by the UK Defence Research Agency
in Lasham, England.  This section describes the experiments conducted in each of those two
locations.

4.1  Laboratory Configuration

4.1.1  Equipment Configuration

We tested SCPS-TP in the laboratory, using a test configuration that simulated, to the
extent practicable, the delays, data rates, and error rates of the field environment.  For STRV
development, DRA lent us a space-qualified MIL-STD-1750A onboard computer (OBC)
equipped with a RS-232 interface configured to transmit and receive at 9600 bits per second
(bps).  The OBC has the identical flight read-only memories (ROMs) that the STRV 1b uses,
but it did not have any of the CCSDS hardware to provide telemetry framing or uplink
processing.1

In Figure 1, the OBC is the space-qualified processor mentioned above.  The OBC Relay
is a Sun workstation that attaches to the OBC via RS-232, and to the rest of the SCPS testbed
via Ethernet.

The Spanner is also a Sun workstation that attaches to the Ethernet. In the laboratory test
environment, the delays, data rates, and error rates of the satellite environment are emulated
by the Spanner program. Using this configuration, we can route CCSDS Telemetry and
Telecommand packets through Spanner to impose the delays, data rates, and error rates of the
STRV communication environment.  (Note that we have not attempted to accurately model
the error distributions of the STRV space link environment with Spanner - it inserts bit-errors
according to a Bernoulli process [3].)

                                               
1 This difference between the OBC and the flight system is significant - the flight system

generates a stream of synchronous frames, while the OBC can generate asynchronously.
We found in our analysis of the experiment data that this difference produced a
discrepancy between the bit-efficiency of the tests conducted in the laboratory and of
those conducted in the field, due to queuing in the laboratory’s Spanner system, which
simulates delays and errors.  We will discuss this in our presentation of the field test bit-
efficiency results.
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The Ground System is the machine that acts as the ground-based SCPS-TP endpoint.  It
sends CCSDS packets bound for the OBC to the Spanner host, and receives packets from
Spanner that originated on the OBC.  Note that the outbound interface for the Ground System
workstation is Ethernet.  There is no handshaking between the Ground System workstation
and the Spanner host.

scps_strv 

SCPS-TP 

Path
OBC-Relay Spanner

"Ground" System

Ethernet

  OBC

RS-232

Traffic Monitor

scps_resp 

SCPS-TP 

Path 

SCPS-TP

Figure 1.  SSFE Laboratory Test Configuration

We used a fourth workstation to independently monitor the traffic on the Ethernet,
logging all packets exchanged between the OBC Relay and Spanner, and between Spanner
and the Ground System.  The utility that monitors the Ethernet traffic is called tcpdump, and
was developed by Lawrence Berkeley Labs.  We have extended it to understand the SCPS
extensions to TCP in general, and, for this test, CCSDS Telemetry and Telecommand packets.

With this configuration we were able to test SCPS-TP’s reliable transfer mechanisms using
a broad range of error rates and configuration options. The results of this testing are reported
in Section 6.

4.1.2  Protocol Configuration

For the SSFE testing, we were particularly interested in the effects of three SCPS-TP
capabilities on performance:

• the TCP Timestamps option;

• the SCPS-TP header compression capability;

•  the SCPS-TP Selective Negative Acknowledgment (SNACK) option.
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We conducted the same experiment at five different bit-error rates:   10-6, 10-5, 2x10-5,
5x10-5, and 10-4.  The experiment was of the form 2kr, where k=3 and r=10.  The 23 design
yielded eight configurations to test, as shown in Table 1:

Table 1.  SCPS-TP Configurations for Laboratory Testing

Configuration Header
Compression

TCP
Timestamps SNACK

Config_1 Off Off Off
Config_2 Off Off On
Config_3 Off On Off
Config_4 Off On On
Config_5 On Off Off
Config_6 On Off On
Config_7 On On Off
Config_8 On On On

Note that while Config_1 has none of the SCPS-TP capabilities enabled that were under
test, it is not representative of the performance of TCP.  Config_1 is still using features that
are not available in TCP:  rate control, reduced acknowledgment frequency, and non-use of
congestion control.  Refer to [18] for a more detailed discussion of these and other SCPS-TP
features.  For a high-level overview of SCPS-TP features, refer to Appendix D of this
document.  For a comparison of SCPS-TP performance to TCP performance, refer to [13].

Table 2, below, presents the settings of parameters that were invariant throughout the
laboratory tests.  Note that downlink packet sizes were fixed at 90 bytes throughout the
testing.

Table 2.  SCPS-TP Parameter Settings for Laboratory Experiments

Configuration Parameter Onboard Setting Ground Setting
Buffer Size
   Send buffer
   Receive Buffer

19712 bytes
19456 bytes

71928 bytes
69880 bytes

Outbound SCPS-TP Packet Size ≤ 84 bytes ≤ 250 bytes
Rate control settings 1000 BPS 125 BPS
Congestion control Off Off
Ack Frequency 1 Ack/16 Seconds

(approx. 1 Ack per
1 Ack/8 Seconds
(approx. 1 Ack per
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2 round trip times) round trip time)
Window scaling On On
The amount of user data per packet varied according to header size, and was allowed to fully
fill the 90-byte packets.  The total volume of data for each run was sized to result in an
integral number of fully-filled data packets.

4.2  Field Configuration
This section describes the equipment and protocol configurations of the flight and ground

segments.

4.2.1  Equipment Configuration

In the discussion of the flight and ground segments, we start with general information,
then present information more specific to the SCPS elements of the segment.

4.2.1.1  Flight Segment
The STRV program includes two satellites, STRV 1a and STRV 1b.  The two satellites

are in Geostationary Transfer Orbit (GTO), and control operations are conducted from a DRA
site at Lasham, England.  The STRV spacecraft weigh approximately 50 kg each, are cuboid
(approximately 0.45 m on each side), with body-mounted solar arrays on four sides.  The
spacecraft were released spinning at five revolutions per minute by an Ariane 4 launch vehicle,
and the attitude control system maintains an approximate solar aspect angle of 90 degrees.
Each spacecraft has two onboard computers that use the MIL-STD-1750A microprocessor,
manufactured using a Silicon-on-Sapphire process for radiation tolerance.  Each primary
computer (and the secondary computer on STRV 1b) has 128 kB Random Access Memory
(RAM) and 64 kB Read Only Memory (ROM), both addressable as 16-bit words.  The
spacecraft use S-band frequencies for communication directly to a 12 meter antenna at
Lasham and via the NASA Deep Space Network (DSN) antennas to the control center at
Lasham.

The STRV spacecraft are believed to be the first in Europe to implement (in full) the
Consultative Committee for Space Data Systems (CCSDS)-compatible European Space
Agency (ESA) Packet Telemetry and Telecommand standards.

We were allowed to use the secondary processor (OBC2) of the STRV 1b spacecraft for
the SSFE.  Figure 2 illustrates the SCPS software architecture as implemented in OBC2.
OBC2 of the STRV 1b has a MIL-STD-1750A CPU and 64k 16-bit words of random access
memory.  The lower 32k words of the address space are shadowed by Read Only Memory
(ROM) containing code to support the primary STRV 1b mission.  A small portion of this
code comprises an executive that provides access to basic OBC functionality:  the ability to
receive telecommands, the ability to send telemetry, the ability to read the system clock, etc.
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All onboard code but that which provides the basic OBC functionality is overwritten when the
SCPS software is uploaded to RAM.

The remainder of the software to support the SCPS-TP testing consists of two separately-
compiled programs.  The first is the SCPS Kernel.  This is a utility program that provides
basic control operations, but is not active when a test is running.  The SCPS Kernel accepts
CCSDS telecommands and generates CCSDS telemetry packets.  It provides the ground-
based user with the ability to examine and change onboard memory, to compute cyclic-
redundancy codes (CRCs) over various ranges of memory, to upload and download areas of
memory, and to pass control to other programs for execution (and to receive control back
from them upon termination of the program).

ROM-Resident Executive

SCPS 

Kernel

SCPS  
Test Driver(s)

SCPS Thread 
Scheduler

App. I/F 
SCPS-TP 

CCSDS Path 
Buffer Mgr.

Telecommand I/FTelemetry I/F

Figure 2.  SSFE Onboard Software Configuration

The second program to support SCPS-TP testing is the SCPS-TP implementation and its
test drivers.  The SCPS-TP implementation consists of three basic parts:  the test driver
applications, the protocols, and a thread scheduler.  The test driver applications provide the
ability to source and/or sink data via SCPS-TP sockets.  The protocols consist of SCPS-TP
and the software to generate CCSDS Telemetry packets and parse CCSDS Telecommands,
along with the SCPS socket interface software and the buffer management software.  Finally,
the thread scheduler provides a simple mechanism to support multiple concurrent threads of
execution.  In this manner, the test driver applications may be more loosely-coupled from the
protocol implementations than if there were only a single thread of control.

4.2.1.2  Ground Segment
The STRV ground segment is situated at Lasham, England. It is based on a network of

PCs using a combination of COTS and custom software.  Figure 3 provides a high level
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overview of the system configuration.  The SCPS Workstation, shown on the left-hand side of
the figure, is a 486-based Personal Computer (PC) running the FreeBSD operating system.
The PC has a 14.4 kbps internal modem, through which the PC is connected to the Internet
via a commercial internet provider.  The SCPS software runs as an application on this
workstation
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Telecommand 

Conversion
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Figure 3.  SSFE Ground System Configuration

and sends CCSDS Telecommand Packets (refer to [24], [25], [26], [27]) over an RS-232 line
to the Telecommand Workstation.  The Telecommand Workstation forwards the packets to
the spacecraft by means of the Command and Control Terminal, the SCI, and ultimately via
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using a 12 meter antenna that is collocated with the Lasham ground station, via the NASA
Deep Space Network, or via both.  The Telecommand Workstation provides performance
feedback to the SCPS Workstation over the same RS-232 line over which the SCPS
Workstation sends commands. When the Telecommand Workstation receives an indication
from the Command and Control Terminal that the telecommand has been enqueued for
transmission, it passes a “Ready” signal back to the SCPS Workstation.  The SCPS
Workstation does not send another telecommand until it receives this “Ready” signal. This
handshaking ensures that a queue does not build in the Telecommand Workstation.

The SCPS Workstation receives CCSDS Telemetry Packets [7] and frame status
information from the CCSDS Telemetry Processor over another RS-232 line.  The CCSDS
Telemetry Processor works independently of the primary telemetry processing system, which
is the “Data Handling Terminal.”

4.2.2  Protocol Configuration

The flight portion of the testing consists of a subset of the configurations examined in the
laboratory testing.  The configurations that we tested are shown in Table 3.  As shown, the
testing did not include the full range of tests with SCPS-TP header compression disabled.
Rather, a single baseline configuration, Configuration 1, was tested with header compression
disabled, and the remainder of the tests considered all combinations of the other two options,
but with header compression enabled.

Table 3.  SCPS-TP Configurations for Flight Testing

Configuration Header
Compression

TCP
Timestamps SNACK

Config_1 Off Off Off
Config_5 On Off Off
Config_6 On Off On
Config_7 On On Off
Config_8 On On On

The settings of parameters that were invariant throughout the flight tests are identical to
those presented in Table 2. As with the laboratory testing, downlink packet sizes were fixed at
90 bytes throughout the tests.  The amount of user data per packet varied according to header
size, and was allowed to fully fill the 90-byte packets.  Total volume of data for each run was
sized to result in an integral number of fully-filled data packets.
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Section 5

Methods

Both the laboratory tests and the field tests use the Expect scripting language [21] as the
means of automating the test procedures.  In our early tests, we attempted to conduct the
tests “by hand.”  The result was often successful, but too often we would make minor
mistakes that rendered the test unusable (such as writing over a result file).  Occasionally, we
made more significant mistakes that required us to re-upload the software (such as
transferring control to the wrong memory location to start the test).  Clearly, we needed a
means to provide repeatability in our processes.  The Expect scripting language, and Tcl (i.e.,
the Tool Control Language) [29],  on which Expect is built, provide such repeatability.
Additionally, in the laboratory, entire test sessions could be scripted.  With each laboratory
test taking between 10 and 45 minutes to execute, and with 400 tests in the test suite, a full
test run takes almost a week of uninterrupted operation.  In the field, Expect gave us the
ability to easily ensure that the configuration was correct for each test, that the test was
started properly, and that the test results were collected and stored in a consistent manner.  In
addition, we had the Expect script invoke awk scripts to perform the first stages of data
reduction “on the fly”, so that subsequent post-processing was less difficult.  (Note:  “awk” is
a pattern-matching language that is useful for searching through files and extracting specific
pieces of information.)

This section describes the methods used to conduct the tests, to gather the results, and to
reduce the data into usable information.  The processes are similar for the laboratory and the
field tests, but sufficiently different that they are presented as separate subsections.

5.1  Laboratory Testing
The laboratory testing involved coordination of several UNIX-based workstations and the

MIL-STD-1750A-based Onboard Computer.  This section discusses how the tests were
conducted and how the operation of the workstations and OBC were coordinated.

5.1.1  Test Execution

Recall Figure 1, which shows the laboratory equipment configuration.  There are four
UNIX workstations:  the OBC-Relay, the Spanner host, the “Ground” system, and the traffic
monitor.  We chose to host the Expect language on the OBC-proxy host, primarily because
the job of relaying packets to and from the OBC was not taxing.

Prior to testing, we loaded the SCPS kernel and the SCPS-TP implementation (including
the thread scheduler, buffer manager, CCSDS path code, SCPS-TP code, and test drivers)
onto the OBC and invoked the SCPS kernel.  The SCPS kernel provides basic functionality:
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reading and writing memory locations, passing control to a user-specified address, etc.  These
basic capabilities are used in the execution of the tests.

We compiled and loaded onto the Ground system host the eight executable SCPS-TP
responder programs that corresponded to Configurations 1 through 8, as previously defined in
Table 1.  Additionally, we ensured that the spanner program was resident on the Spanner
host, and the tcpdump program was resident on the Traffic Monitor host.

The basic flow of an individual test is as follows:

1. On the OBC Relay host, terminate and restart the CCSDS Path packet relay programs
relay_up and relay_down.  These programs relay packets from the Ethernet to the
OBC and from the OBC to the Ethernet, respectively.

2. On the Spanner host, terminate and restart the spanner program with the bit-error rate
appropriate to this run, plus the constant parameters specifying 250 millisecond
propagation delays, 1000 bps downlink data rate, and 125 bps uplink data rate.

3. On the Packet Monitor host, terminate and restart the tcpdump program to log traffic
on the Ethernet.  The tcpdump program is invoked with filters that restrict its logging
to only those packets that are relevant to the ongoing test.  Redirect the output of the
tcpdump program to a log file.

4. On the Ground system host, terminate and start the SCPS-TP responder program
corresponding to the protocol configuration under test.  Specify the Spanner host as
an intermediate destination for any data bound for the OBC.  Redirect the output of
the responder program to a file.  (The responder program prints debug information,
including a snapshot of every packet received, and post-run summary information.)

5. Command the OBC to return control to the SCPS Kernel and verify the command has
been acted upon.  Write to specified onboard memory locations to select the
appropriate SCPS test driver, the number of packets to transfer, and the amount of
user data per packet to transfer.  Verify these memory locations by reading them back
and monitoring the debug output of the SCPS-TP responder program.  (The SCPS-TP
responder program is waiting for the OBC to initiate a SCPS-TP connection.  Any
packets received that are not part of the SCPS-TP protocol are printed, but otherwise
ignored by the SCPS-TP protocol.)

6. Command the OBC to start the test.  Verify that the test has started by monitoring the
output of SCPS-TP responder program on the Ground system host.  Continue to
monitor the test execution until the responder program indicates that the connection
has closed, or a timeout value expires.  If the connection was properly closed, set a
test status indication to “Pass.”  If the timeout counter expired, set the test status
indication to “Failed.”

7. Collect the various log files from the Ground system host, the Spanner host, and the
Traffic Monitor host.  Perform the initial post-processing and write the results to a file
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along with test identification information (e.g., configuration, repetition, bit-error rate,
etc.).

The remaining two subsections describe the data that is collected for an individual test,
and the initial post-processing that is performed to summarize the results of an individual test.

5.1.2  Data Collected

For each individual test, the following log files were collected:

• The spanner log file, which contains an indication of each packet dropped, by
direction (i.e., uplink or downlink).

• The tcpdump log file, which contains a timestamped copy of each packet on the
Ethernet. These detailed files are used primarily for debugging, and are not reported
on in this document.

• The SCPS-TP responder log file, which contains a printout of every packet received
by the SCPS-TP responder, plus debugging information and end-of-test summary
information.

5.1.3  Data Reduction

The post-processing that is done as part of the test execution is performed primarily by
means of the awk [1] programming language.  Awk is a pattern-matching language that is
well-suited to the data reduction tasks required to transform the various log files into
something that is compact and representative of the test results.

Table 4 contains a list of the data items that are produced from the log files after each
laboratory test completes.  These data items, along with identifiers for the test, such as the
configuration number, the requested bit-error rate, and the repetition number, are recorded in
a summary file. The primary experimental results that we derive from this information are
throughput, (down) link utilization, and bit-efficiency.  The equations to calculate these results
are given in Appendix A.  The post-processed data items, throughput, link utilization, and bit-
efficiency data for each laboratory test appear in Appendix B.

5.2  Field Testing
The field testing environment differed significantly from the laboratory testing

environment.  For the field testing, we had the ability to write scripts only for the SCPS
workstation.  In some ways, this simplified testing, since there was not the need to coordinate
the actions of many different machines.  However, there were necessary data items that could
not be directly measured, such as the number of lost packets, that had to be calculated.  In
addition, we did not have a packet monitor active in the system, so we generated tcpdump log
files at the SCPS Workstation (refer to Figure 3.  SSFE Ground System Configuration).
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Table 4.  Post-Processed Data Items Recorded for Each Laboratory Test

Data Item Description

Elapsed Time The time from when the first SCPS-TP packet sent until the last
SCPS-TP packet is received

Elapsed Time in Data
Transfer Phase

The time from when the first data-carrying SCPS-TP packet is
sent until the last data-carrying packet is acknowledged.

Packet Count Down The number of packets sent from OBC to Ground.  Separated
into Compressed SCPS-TP packets and Uncompressed SCPS-TP
packets.

Packet Count Up The number of packets sent from Ground to OBC. Separated into
Compressed SCPS-TP packets and Uncompressed SCPS-TP
packets.

Byte Count Down The total number of bytes of data sent by the SCPS-TP entity on
the OBC to Ground, inclusive of SCPS-TP headers, but not
including CCSDS Packet Headers or framing overhead.

Byte Count Up The total number of bytes of data sent by the SCPS-TP entity on
the Ground to the OBC, inclusive of SCPS-TP headers, but not
including CCSDS Packet Headers or framing overhead.

Packet Drops The total number of (downlink) packets dropped or corrupted
during the SCPS-TP session.  (Note:  the number of uplink
packets dropped or corrupted during the SCPS-TP session is also
recorded, but since the flight system uses the CCSDS COP-1
retransmission protocol, this value is always zero.

5.2.1  Test Execution

We hosted the Expect scripting language on the SCPS Workstation, along with the SCPS-
TP responder software.  As with the laboratory testing, the SCPS protocol software was
uploaded to the spacecraft prior to the execution of the test, and the SCPS Kernel was
invoked.  The test script performed the following actions for each test:

1. Terminate and start the SCPS-TP responder program corresponding to the protocol
configuration under test.  Redirect the output of the responder program to a file.  Due
to the absence of a Traffic Monitor host, the responder program also produced a
tcpdump-compatible log of all packets sent and received.

2. Command the STRV 1b to return control to the SCPS Kernel and verify that the
command has been acted upon.  Write to specified onboard memory locations to select
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the appropriate SCPS test driver, the number of packets to transfer, and the amount of
user data per packet to transfer.  Verify these memory locations by reading them back
and monitoring the debug output of the SCPS-TP responder program.

3. Command the STRV 1b to start the test.  Verify that the test has started by monitoring
the output of SCPS-TP responder program on the SCPS Workstation.  Continue to
monitor the test execution until the responder program indicates that the connection
has closed, or a timeout value expires.  If the connection was properly closed, set a
test status indication to “Pass.”  If the timeout counter expired, set the test status
indication to “Failed.”

4. Save the log files from the SCPS Workstation.  Perform the initial post-processing and
write the results to a file along with test identification information (e.g., configuration,
repetition, etc.).

5.2.2  Error Introduction and Measurement

In the field, we did not have the precise control over the bit-error rate that we have in a
laboratory environment.  The signal quality for STRV-1b varied widely, from zero bit-errors
over the course of a 10-minute test, to so many bit-errors that the spacecraft signal could not
be distinguished from background noise.

For those runs in which we needed bit-errors during the time that the link was clean, we
tried two primary methods of error introduction.  The first involved cycling power on the
frame synchronizer that was part of the CCSDS Telemetry Processor.  This had three primary
disadvantages:  first, the processor required several frames to resynchronize, so the shortest
link outage was several seconds long; second, the distribution of errors is different than if
errors were “real”, especially at low error rates; and third, the fact that telemetry was missing
was not recorded by the Telemetry Workstation, which received its telemetry before the frame
synchronizer and was therefore not useful in independently verifying the bit-error rate.  The
second alternative proved to be much more satisfactory:  we drove the antenna “off point” in
both azimuth and elevation.  By gradually adjusting the antenna pointing, we discovered that
we could gain some reasonable control over bit-error rate.  The adjustments were in the range
of -250 seconds in elevation and -60 seconds in azimuth.

To measure bit-error rate, we used three independent techniques:  we counted packet loss,
we counted bad bits in the known portions of idle packets, and we counted bad bits in the
known portions of SCPS-TP packets.  The first, counting packet loss, is the technique used to
plot the data presented in Section 6.  We chose packet loss as the basis of our bit-error rate
estimates for two reasons.  First, it yields a conservative (lower) estimate of bit-error rate,
since the technique for calculating bit-error rate assumes a maximum of one bit-error per
packet (see Appendix A, Equation 9) while many bit-errors per packet are possible.  Second,
SCPS-TP responds to packet errors.  The response of SCPS-TP to a packet with an error
packet is the same whether that packet has one error or ten.  (Note that SCPS-TP’s response
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is affected by whether several consecutive packets are in error, but that situation is accounted
for with the packet-loss technique.)  Of the three techniques cited above, the packet-error rate
method always yielded a result that was better than or equal to the technique that counted
known portions of SCPS-TP packets.  There was relatively good consistency between the
three techniques, with differences typically being approximately 2:1 between the techniques.
There were two tests in which the differences between techniques were approximately 10:1,
and in both of these tests the packet-error counting technique yielded the lower estimate of
bit-error rate.

We format  our results with an X-axis in units of bit-error rate rather than as in units of
packet-error rate because bit-error rate is a more widely-understood concept.  Readers should
bear in mind that the results presented here were taken with packets that were no larger than
90 bytes.  Longer packets would have fared more poorly at the high bit-error rates.  (Note
that bulk data transfers will typically use the largest packet size available, while command-
response traffic may vary in size but tends to be in the tens-to-low-hundreds of bytes per
packet range.)

5.2.3  Data Collected

The following files were collected for each test run:

• The tcpdump log file, generated by the SCPS-TP responder program, which contains a
timestamped copy of each packet sent or received by the SCPS Workstation.  (Note
that downlink packets lost in transmission, rather than corrupted, are not captured.
We used the CCSDS Telemetry Packet sequence number to identify the maximum
number of packets that had been sent, which allowed us to calculate the number of
packets that were not received by the SCPS Workstation.)

• The SCPS-TP responder log file, which contains a printout of every packet received
by the SCPS-TP responder, plus debugging information and end-of-test summary
information.

5.2.4  Data Reduction

Table 5 lists the data items that were generated by the data reduction activities conducted
in the field.  The data reduction activities for the field data were slightly different than for the
laboratory data.  The primary difference was the way in which the bit-error rate was
calculated.  Instead of having a direct measure of packet drops (as provided by the Spanner
log file in the laboratory tests), we had calculate the number of lost packets.  We did this by
subtracting the number of packets received from the maximum CCSDS Telemetry packet
sequence number on the link (this sequence number is reset to zero for each test).  In addition,
we logged the start and end times of each test, for correlation with other log files.
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Table 5. Post-Processed Data Items Recorded for Each Field Test

Data Item Description

Test Start Time Time (in local time) of receipt of initial SCPS-TP packet

Test End Time Time (in local time) of receipt of final SCPS-TP packet

Elapsed Time Time from when the first SCPS-TP packet is received until the
last SCPS-TP packet is received

Elapsed Time in Data
Transfer Phase

Time from when the first data-carrying SCPS-TP packet is
received until the last data-carrying packet is acknowledged.

Packet Count Down Number of good packets received by the ground system.
Separated into Compressed SCPS-TP and Uncompressed SCPS-
TP packets.

Packet Count Up Number of packets sent from ground to spacecraft. Separated
into Compressed SCPS-TP and Uncompressed SCPS-TP
packets.

Byte Count Down Total number of bytes of SCPS-TP received without error by the
ground, inclusive of SCPS-TP headers, but not including CCSDS
Packet Headers or framing overhead.

Byte Count Up Total number of bytes of data sent by the SCPS-TP entity on the
ground to the spacecraft, inclusive of SCPS-TP headers, but not
including CCSDS Packet Headers or framing overhead.

Max Sequence Number Maximum CCSDS Telemetry packet sequence number appearing
in the test.  The number of packets that were lost or corrupted in
a particular data run are calculated by subtracting from this value
the total number of packets received.

As with the laboratory testing, the primary experimental results that we derive from this
information are throughput, down link utilization, and bit-efficiency.  The equations to
calculate these results are given in Appendix A.  Note that bit-error rate must be calculated for
the field data.  The equation to calculate bit-error rate from packet loss count also appears in
Appendix A.  The post-processed data items, throughput, link utilization, and bit-efficiency
data for each field test appear in Appendix B.
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Section 6

Results

This section presents and discusses the results of the laboratory and field tests.  The
laboratory results are presented first, and reflect an environment over which we had more
control than in the field.  The field tests were conducted to confirm the laboratory results.

6.1  Laboratory Experiment Results
We collected throughput, link utilization, and bit-efficiency data for each of the eight

configurations at five different bit-error rates.  The tables in Appendix B contain the detailed
results.  We conducted each test ten times, and computed an allocation of variation to help
understand the results.  An allocation of variation is a technique that allows us to isolate the
contribution of each factor in the experiment, and to identify the interaction among factors.
For each of the primary results (throughput, link utilization, and bit-efficiency), we present
and discuss the allocation of variation as a summary of SCPS-TP performance.  We follow
that with graphs of the performance as appropriate.

6.1.1  Throughput Results

Throughput measures the average rate at which the protocol can move user data, and is
one of the most commonly used measurements of communication protocol performance.
Throughput is presented here in units of bits per second, and is calculated by dividing the
number of bits of user data transmitted over the connection by the amount of time that the
protocol spends in the data transfer phase of its connection.  (We measure the data transfer
phase of the connection as the elapsed time from the transmission of the first data packet to
the transmission of the acknowledgment for the last data packet.)  Note that throughput
calculations are based on the amount of user data transferred.  Retransmissions are not
counted as user data.

Summary
Table 6 presents the results of the allocation of variation in throughput performance.  This

table summarizes the results of five separate 2kr experiments, where k=3 and r=10.  The five
separate experiments correspond to the bit-error rates listed in the first column of the table.
The second column of the table lists the range of variation in the mean throughput results.
That is, each of the eight configurations was tested ten times and the average was computed
for each configuration.  The variation column represents the difference between the highest
average and the lowest average.  Since this table is addressing throughput performance, the
units of the variation are bits per second.  The link data rate was 1000 bps, and SCPS-TP
headers and user data could occupy 252 bytes of each 328-byte frame, so the maximum
possible throughput was 768 bps.  The next eight columns of Table 6 attribute a portion of the
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variation to one of the three SCPS-TP capabilities under test (SNACK, Timestamps, and
Header Compression), to interactions among the capabilities, or to experimental error.  For a
thorough explanation of the technique of allocation of variation, including examples, refer to
[11], pages 293-313.

Consider the first line of Table 6.  This line of the table addresses our results at a bit-error
rate of 10-6.  The table informs us that the difference between the best and worst mean
throughput at this bit-error rate was 213 bps, or almost 28% of the available data rate.  (The
table doesn’t show us the absolute throughput values; however, the throughput performance
graphs, presented later in this section, show the range of throughputs obtained.)

The third column of the table indicates that the Selective Negative Acknowledgment
(SNACK) capability contributed nothing, either positively or negatively, to the variation in
throughput.  SNACK is used to recover from lost or corrupted packets, and the SNACK
option is not transmitted except when errors are present.  At a bit-error rate of 10-6, errors are
extremely rare, so it is not particularly surprising that SNACK had no measurable effect.

The fourth column of the table considers the TCP Timestamps capability, which
contributes negatively to throughput, and accounts for approximately 34% of the variation
listed in column 2.  This, too, is not surprising.  The TCP Timestamps capability improves
SCPS-TP’s ability to estimate round-trip time.  Using this improved estimate of round-trip
time, SCPS-TP can more accurately set its retransmission timeout value, which is used in
error recovery (the retransmission timeout value is more important when the SNACK option
is not in use, as we shall see later).  Unlike the SNACK option, the TCP Timestamps
capability is present even when it is not needed, and it is relatively large compared to the size
of the SCPS-TP header.  The size of the TCP Timestamps option contributes negatively to
throughput by “crowding out” user data.  Since the maximum size of the STRV packets is 90
bytes, we see from the table that this effect is significant:  over one third of the variation in
throughput at 10-6 is due to the negative effects of the TCP Timestamps option.  (Note that
this impact would decrease if the size of the packet were increased.)

The fifth column presents the effect of SCPS-TP Header Compression.  SCPS-TP Header
Compression makes protocol headers smaller by reducing invariant information, allowing
more user data per packet.  The effect of SCPS-TP header compression accounts for 64% of
the variation in throughput reported in column 2, and its impact is to improve throughput.

We defer discussion the interaction components of the table, columns 6 through 9, to the
next paragraph.  The final column of the table indicates the portion of the variation that is not
explained by the three factors under consideration:  SNACK, Timestamps, and Header
Compression.  If we scan down the table, we see that the error column grows, then
diminishes.  This corresponds to the throughput performance of the protocol as it nears the
“knee of the curve” - at bit-error rates between 2x10-5 and 10-4, we see relatively large swings
in throughput between subsequent iterations of the same protocol configuration.  The error
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column captures this inconsistency in performance.  We see that same inconsistency displayed
graphically later in this section.

To understand the import of columns 6 through 9, the interaction components, consider
the last row of Table 6, the one for the BER = 10-4.  Here we see that the variation in
throughput is considerably larger than for any of the other bit-error rates.  We also see that
the SNACK capability represents a large, positive portion of this throughput.  We see that
TCP Timestamps contribute positively to this variation in throughput, but to a very small
degree.  We see also that the relative contribution of SCPS-TP Header Compression is still
positive, and significant, but not nearly as great as the contribution of the SNACK capability.
Now look at the interaction columns, particularly column 6, labeled “SN, TS”, which
considers the interaction between the SNACK capability and the TCP Timestamps capability.
The value is -13%, and represents the effect of SNACK and TCP Timestamps operating in
combination.  The SNACK, Timestamps, and “SN, TS” columns tell us that if we use
SNACK, we can expect a large, positive change in throughput at this bit-error rate.  Also, if
we use TCP Timestamps, we can expect a small, but positive effect on throughput.  If we use
both SNACK and TCP Timestamps, we can expect an improvement that is less than the sum
of the improvements made by SNACK and TCP Timestamps individually.  Quantitatively, we
would expect a change of approximately (64% + 2% - 13% = 53%) of the variation.  The
percentages in the table are best used as qualitative indications of relative effect.  We will
examine methods of predicting future performance when we consider the Field Test results.

Table 6. Allocation of Variation in Throughput Performance

BER Variation SNACK Timestamps Compr. SN,TS SN,CM TS,CM All Error

1E-6 213 0% -34% 64% 0% 0% 1% 0% 1%

1E-5 215 1% -25% 63% -1% 0% 1% 0% 9%

2E-5 235 3% -28% 49% 0% 0% 2% 0% 17%

5E-5 263 28% -3% 42% -3% 0% 1% 0% 21%

1E-4 362 64% 2% 13% -13% 0% 2% 0% 6%

To summarize the information from Table 6, we see that SNACK makes a strong, positive
contribution to throughput at bit-error rates of 5x10-5 and above.  TCP Timestamps contribute
negatively to throughput at low bit-error rates, but the contribution is less negative as bit-error
rates increase.  SCPS-TP Header Compression makes a strong, positive contribution to
throughput at low bit-error rates, but its contribution is gradually overtaken by the effects of
SNACK as bit-error rates increase.  When SNACK is used in conjunction with TCP
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Timestamps, the average throughput is better than with TCP Timestamps alone, but not as
good as with SNACK alone.

Experimental Data
The following six graphs show the throughput of SCPS-TP as a function of bit-error rate.

The first four of the graphs show each of the eight configurations, two to a graph.  The last
two highlight specific pairs of configurations.  Each point on the graph represents the average
of ten tests at the specified bit-error rate.  The lines that extend above and below the data
point correspond to the 90% confidence interval for that data point.  The 90% confidence
interval means that we can say, with 90% confidence, that the true mean performance of that
configuration at that bit-error rate lies within the range delimited by the confidence interval.
Note that for some data points, particularly those at 10-6 BER, the confidence interval is
almost indistinguishable from the data point itself.  This indicates that there was very little
variation in the performance of the tests at that bit-error rate.  A wider confidence interval
means that there was more variation in the throughput results.

Figure 4 shows the throughput performance versus bit-error rate for two of the protocol
configurations.  The vertical axis of the graph extends to 768 bits per second, the maximum
throughput possible after framing and CCSDS Telemetry packet overhead is taken into
account.  The line labeled Configuration 1, as indicated in Table 1, represents the throughput
of the protocol without the SNACK, TCP Timestamps, or SCPS-TP Header Compression
capabilities enabled.  The line labeled Configuration 2 shows the throughput with SNACK
enabled, but with Header Compression and TCP Timestamps disabled.  Note that the
performance of Configuration 1 and 2 are very similar until the bit-error rate exceeds 2x10-5,
then the performance of Configuration 1 drops significantly.  Note also that the confidence
intervals surrounding the points for Configuration 2 are generally smaller than those for
Configuration 1, indicating less variability in performance from test to test.

Figure 5 shows the throughput performance of Configurations 3 and 4 versus bit-error
rate.  Configuration 3 has the TCP Timestamps capability enabled, while Configuration 4 has
both TCP Timestamps and SNACK enabled.  Compare this figure with Figure 4.  Note that
the throughput at low bit-error rates is significantly lower than the throughput at equivalent
bit-error rates in Figure 4.  This is due to the overhead of the TCP Timestamps option, which
appears on every packet.  Note also that Configuration 4, the configuration with the SNACK
capability enabled, significantly improves performance as the bit-error rate exceeds 2x10-5.
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Figure 4.  Throughput Performance of SCPS-TP Configurations 1 and 2
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Figure 5.  Throughput Performance of SCPS-TP Configurations 3 and 4
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Figure 6 and Figure 7 present throughput performance for the other four configurations:
those with the SCPS-TP Header Compression capability enabled.  The effect of Header
Compression is to reduce the size of the SCPS-TP headers, allowing more user data per
packet.  As a result, these four curves are shifted up on the y-axis when compared to the
curves in Figure 4 and Figure 5.  The shape of each curve is otherwise relatively unchanged.

Recall what the allocation of variation in Table 6 indicated:  that the use of the SNACK
capability has no effect at low bit-error rates, and a large, positive effect on throughput at high
bit-error rates.  We can see this effect in Figure 4 through Figure 7:  each graph compares a
configuration that has the SNACK capability enabled to an equivalent configuration without
SNACK.
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Figure 6.  Throughput Performance of SCPS-TP Configurations 5 and 6
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Figure 7.  Throughput Performance of SCPS-TP Configurations 7 and 8

Table 6 also shows that the contribution of SCPS-TP Header Compression is significant,
but diminishes as the bit-error rate increases.  The graph in Figure 8 confirms this:   we
compare the throughput performance of Configuration 1 (the configuration with none of the
capabilities under consideration enabled) with the throughput performance of Configuration 5
(the configuration with Header Compression enabled).  We can see that the Header
Compression capability significantly improves throughput, but that the improvement is not as
great at a BER of 10-4 as it is at a BER of 10-6.  Why is this so?  At low bit-error rates, the
channel is essentially fully utilized.  Throughput is dominated by the time that it takes to clock
out the data.  Header Compression helps here, because it reduces the amount of clocking
overhead associated with a given amount of user data.  At high bit-error rates, the channel is
less fully utilized, because time is being spent waiting for retransmission timers to expire.
Throughput is no longer dominated by the time to clock out the data.  Rather, the
retransmission timer plays an important part in throughput, as well.  (This is why the use of
TCP Timestamps helps more at higher bit-error rates, as subsequent graphs show.)
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Figure 8.  Throughput Performance of SCPS-TP Configurations 1 and 5

Now consider Figure 9 and Figure 10.  The allocation of variation indicates that at low
bit-error rates, the use of the TCP Timestamps capability has a negative effect on throughput,
but that at high bit-error rates, the TCP Timestamps capability has a small, positive effect on
throughput.  We see this effect evidenced by the cross-over of the throughput lines for
Configuration 1 (without Timestamps) and Configuration 3 (with Timestamps), and again by
the cross-over of Configuration 5 (Header Compression but no Timestamps) and
Configuration 7 (Header Compression and Timestamps).

Finally, we show in Figure 11 the effect of the interaction between SNACK and
Timestamps.  The throughput of three configurations versus bit-error rate are shown:  one
with SNACK only (Configuration 2), one with Timestamps only (Configuration 3), and one
with both (Configuration 4).  Table 6 asserts that at high bit-error rates, the throughput of a
configuration that uses both SNACK and Timestamps will be better than Timestamps alone,
but not as good as a configuration that only uses SNACK.  We see this borne out in Figure
11.



31

0

100

200

300

400

500

600

700

1.0E-06 1.0E-05 1.0E-04
Bit Error Rate

Configuration 1
Configuration 3

Figure 9.  Effect of Timestamps on Throughput (Without Header Compression)
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Figure 10.  Effect of Timestamps on Throughput (With Header Compression)
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Figure 11.  Effect of the Interaction Between Timestamps and SNACK on Throughput

6.1.2  Link Utilization Results

Link utilization is a measure of the ability of SCPS-TP to “keep the pipe full” (that is, to
not allow the link to become idle when there is data ready to be transmitted).  This is
important in spacecraft communication when contact times with a satellite are limited and link
capacities are constrained.  Link utilization is calculated as a percent of maximum down link
capacity, and is measured over the entire duration of the connection.

Summary
Table 7 shows the effect on link utilization of the three SCPS-TP capabilities being tested

for five different bit-error rates.  The structure of this table is identical to that of Table 6,
which we examined in our discussion of throughput.  Let us briefly examine what this table
tells us.

First, at low bit-error rates (2x10-5 and below) there is very little variation in link
utilization (6% or less).  As the bit-error rate increases, we see that the variation in link
utilization also increases (telling us that something is affecting link utilization).  We see that
both SNACK and Timestamps have a positive effect on link utilization at high bit-error rates,
and that the effect of SNACK is more pronounced than that of Timestamps.  Further, we see
that there is an interaction between the effects of SNACK and Timestamps on link utilization:
while SNACK and Timestamps both improve link utilization, when both are used, the total
improvement is only slightly better than if only SNACK had been used.  Finally, we see that
Header Compression has little effect on link utilization over the entire range of bit-error rates.
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Table 7.  Allocation of Variation in Link Utilization

BER Variation SNACK Timestamps Compr. SN,TS SN,CM TS,CM All Error

1E-6 2% -2% -2% -4% -3% 0% 0% -1% 87%

1E-5 6% 5% 2% 0% -7% -3% 0% 3% 79%

2E-5 6% 13% 0% 0% 1% 0% 1% -1% 83%

5E-5 24% 41% 7% 3% -5% -2% 0% 0% 42%

1E-4 55% 65% 16% 0% -12% 0% 1% 0% 5%

Experimental Data
Figure 12 shows link utilization versus bit-error rate for Configuration 1 (none of the three

SCPS-TP capabilities enabled) and for Configuration 2 (SNACK enabled).  The graph shows
the significant improvement that SNACK makes in link utilization at higher bit-error rates.
Note that at low bit-error rates, the link utilization is over 95%, and that with SNACK
enabled, it remains close to 90% even at a bit-error rate of 10-4.
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Figure 12.  Link Utilization of SCPS-TP Configurations 1 and 2

Figure 13 shows the link utilization versus bit-error rate for Configuration 3 (Timestamps
enabled) and Configuration 4 (both SNACK and Timestamps enabled).   The results show that



34

Configuration 3 improves link utilization over Configuration 1 (shown in Figure 12), but does
not improve link utilization as much as with SNACK enabled.
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Figure 13.  Link Utilization of SCPS-TP Configurations 3 and 4

Figure 14 and Figure 15 show link utilization versus bit-error rate for the configurations
the have SCPS-TP Header Compression enabled.  As Table 7 would lead us to believe, there
is little difference between Configurations 5 through 8 and the corresponding configurations
that do not have SCPS-TP Header Compression enabled (Configurations 1 through 4,
respectively).

Finally, let us consider the combined effect of SNACK and Timestamps on link utilization.
Table 7 indicates that at low bit-error rates, there is little difference in link utilization between
the configurations with SNACK, with Timestamps, and with both.  However, at high bit-error
rates, we see that the use of SNACK results in higher link utilization than does the use of
Timestamps, and that the combination of SNACK and Timestamps is only slightly better than
SNACK by itself.  Figure 16 confirms this graphically.  Configurations 2 and 4 both have the
SNACK capability enabled.  Configurations 3 and 4 both have Timestamps enabled.
Configurations 2 and 4 are almost indistinguishable from each other (Configuration 4 shows
slightly higher link utilization than does Configuration 2 at bit-error rates greater than 2x10-5),
and both of them show link utilization significantly above that of Configuration 3.
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Figure 14.  Link Utilization of SCPS-TP Configurations 5 and 6
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Figure 15.  Link Utilization of SCPS-TP Configurations 7 and 8
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Figure 16.  Effect of the Interaction Between SNACK and Timestamps on Link
Utilization

6.1.3  Bit-Efficiency Results

Bit efficiency measures the transmission overhead imposed by a protocol or a set of
protocols.  Here, we measure the combined bit-efficiency of SCPS-TP and the CCSDS
Telemetry and Telecommand protocols.  Bit efficiency is measured as the amount (in bytes) of
user data transferred divided by the total number of bytes transmitted by both sides in order to
accomplish that transfer.  It is expressed as a percentage, with 100% bit-efficiency indicating
that there was no (protocol header) overhead involved in moving the user’s data.
Retransmission data count as protocol overhead, so we expect that the bit-efficiency of a
retransmission protocol will drop as the bit-error rate increases.  Since bit-efficiency measures
protocol overhead, it can be affected by several factors.  One of these factors is packet size.
The STRV maximum packet size is 90 bytes.  This is a relatively small packet, and the relative
size of the SCPS-TP and CCSDS headers is large.  Another factor that affects bit-efficiency is
the rate at which acknowledgments are generated.  Since all protocol overhead
(acknowledgments as well as data packet headers and retransmission packets) is considered in
the bit-efficiency calculation, the rate at which we generate acknowledgments affects bit-
efficiency.  Our acknowledgment rate was approximately one acknowledgment per round trip.

Summary
We see from Table 8 that there is remarkable consistency in the bit-efficiency results

across all bit-error rates.  The variation in bit-efficiency is between 28% and 30%, and the
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effect of SNACK on bit-efficiency is negligible.  The Timestamps capability affects bit-
efficiency negatively because the Timestamps option is large.  The Header Compression
capability contributes positively to the variation in bit-efficiency, because it makes the SCPS-
TP headers smaller.  There is essentially no interaction between any of the capabilities, and
almost no experimental error.

Table 8. Allocation of Variation in Bit Efficiency

BER Variation SNACK Timestamps Compr. SN,TS SN,CM TS,CM All Error

1E-6 28% 0% -33% 65% 0% 0% 1% 0% 0%

1E-5 29% 0% -32% 65% 0% 0% 1% 0% 1%

2E-5 29% 0% -32% 65% 0% 0% 1% 0% 2%

5E-5 29% 2% -29% 66% 0% 0% 1% 0% 2%

1E-4 30% 2% -34% 61% 0% 0% 1% 0% 2%

Experimental Data
Figure 17 through Figure 20 show graphs of bit-efficiency versus bit-error rate for each of

the eight configurations.  All are plotted with the same y-axis for ease of comparison among
graphs.  All configurations show a decrease in bit-efficiency as the bit-error rate increases.
The figures show that SNACK has little effect on bit-efficiency, that Timestamps negatively
affect bit-efficiency, and that Header Compression positively affects bit-efficiency.  (Recall
that even-numbered configurations have the SNACK capability enabled; that Configurations
3, 4, 7, and 8 have Timestamps enabled, and that Configurations 5 through 8 have Header
Compression enabled.)
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Figure 17.  Bit Efficiency of SCPS-TP Configurations 1 and 2
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Figure 18.  Bit Efficiency of SCPS-TP Configurations 3 and 4
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Figure 19.  Bit Efficiency of SCPS-TP Configurations 5 and 6
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Figure 20.  Bit Efficiency of SCPS-TP Configurations 7 and 8
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6.1.4  Conclusions Based on Laboratory Testing

The results from the laboratory testing support the following conclusions:

1. The SNACK capability significantly improves throughput and link utilization at high
bit-error rates, has no negative effects on throughput or link utilization at low bit-error
rates, and has no impact on bit-efficiency.

2. The TCP Timestamps capability has a negative effect on throughput at low bit-error
rates.  It has a strongly negative effect on bit-efficiency, and a moderately positive
effect on link utilization.  When used in combination with SNACK, throughput is
lower than when using SNACK alone, but link utilization is improved slightly.  (Note
that the magnitude of the negative effect of TCP Timestamps on throughput is
exaggerated by the small packet size imposed by the STRV.  With larger packet sizes,
this effect is mitigated.)

3. The SCPS-TP Header Compression capability has a significant, positive effect on
throughput at bit-error rates of 5x10-5 and below.  Header Compression improves bit-
efficiency at all bit-error rates, and has no effect on link utilization.  (The positive
effect of Header Compression on throughput is exaggerated by the small packet size
imposed by the STRV in the same manner that the negative effect of the TCP
Timestamps is, above.  As with TCP Timestamps, the effect of Header Compression
on throughput will diminish as the packet size increases.)

Recommendations Based on Laboratory Testing

An STRV-like communication environment can be characterized by low data rates, small
packet sizes, and potentially high error rates, with bursty errors.  These environments are best
served by the use of the SCPS-TP Header Compression and SNACK capabilities, and not by
the use of TCP Timestamps.

As packet sizes and (bi-directional) link data rates increase, the need for SCPS-TP Header
Compression decreases.

6.2  Field Experiment Results
The data gathered in the laboratory testing allows us to make predictions about the

performance of SCPS-TP when operated in the field.  We present an overview of the
prediction method, followed by the throughput, link utilization, and bit-efficiency results
obtained from the field testing compared to the predicted results.  For each type of result, we
examine the conclusions drawn above and determine whether the field test data confirm those
conclusions.
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6.2.1  Predicted Results Based on Laboratory Tests

We can predict the mean response and confidence intervals for any combination of the
three capabilities tested in the laboratory, using the laboratory results as a basis.  As a part of
calculating the allocation of variation in Table 6, Table 7, and Table 8, we built a regression
model of the response.  We can use this model, presented in Appendix A, to predict
performance in the field.  We present the predicted throughput performance for Configuration
8 in Figure 21, below. Predictions such as these will serve as the point of reference for
plotting the Field Test results.  Using these predictions as a guide, we can easily see whether
the test results deviate from our expectations.  We also present the Field Test results for link
utilization and bit-efficiency in the context of the predicted responses for each.
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Figure 21.  Predicted Throughput for Configuration 8

6.2.2  Field Results

This section presents the results of the field tests.  Throughput, link utilization, and bit-
efficiency results are each presented in separate sub-sections.  Each subsection presents the
results for the five configurations that were tested onboard the STRV.  Results are shown as
individual data points on graphs that also present the predicted responses.  For each
subsection, we summarize the results, present a discussion of the results where appropriate,
and then draw conclusions.
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6.2.2.1  Throughput Results
This section presents the user data throughput results for each of the SCPS-TP

configurations tested.  The throughput performance for each configuration is plotted on a
separate graph, with the predictions based on the laboratory data plotted for reference.

Figure 22 shows the throughput of SCPS-TP Configuration 1 versus bit-error rate for the
Field Test data (shown as individual data points) and the predicted results, which were based
on the laboratory data.  The “Predicted” line represents the mean of 10 runs at each of the
following five bit-error rates:  10-6, 10-5, 2x10-5, 5x10-5, and 10-4.  The lines extending above
and below each of the predicted values indicate a 90% confidence interval for the prediction.
We see that throughput is down 9% from its maximum when the bit-error rate reaches 10-5,
and is down by 10% from the maximum at 2x10-5.  From that point, the throughput falls
steeply, down 38% from its maximum value when the bit-error rate reaches 5x10-5, and down
by 67% at 10-4.

0

100

200

300

400

500

600

1.00E-06 1.00E-05 1.00E-04 1.00E-03

Bit Error Rate

Predicted

Field Test Result

Figure 22.  Predicted Versus Measured Throughput for Configuration 1

Q:  Why do the confidence intervals widen between 2x10-5 and 5x10-5?

A:  This widening of the confidence intervals reflects an increase in the range of results
seen in the laboratory testing.  The predicted confidence intervals are based on the laboratory
results, and when there is a greater degree of variation in the laboratory throughput (at a given
bit-error rate), the confidence interval of the predicted result reflects that increased range.  For
example, at 10-6, the difference between the minimum and maximum throughput was
approximately 12 bps, while at 2x10-5, the range was 105 bps.  That degree of variability in
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the laboratory result means that we should expect some variability in the field result.
However, we expect that an average of several tests at the same bit-error rate would
approach the mean laboratory result.

Q:  Is the fact that two points deviate from the prediction in the 5x10-6 to 2x10-5 range
significant?

A:  No, because, in fact, they do not deviate from the prediction.  They are not exactly
equal to the mean response, but they are within the predicted range of responses, as indicated
by the nearby confidence intervals.  (Actually, those confidence intervals only apply to the
specific bit-error rate for which they were calculated.  While it is legitimate to interpolate
between the mean responses, it is not necessarily valid to do so between the confidence
intervals.)

Conclusions:

There is good correspondence between the predicted results and the field test results for
the throughput tests of Configuration 1.  All data points are either very close to the
interpolated prediction of mean response or are within the limits of nearby confidence
intervals.
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Figure 23.  Predicted Versus Measured Throughput for Configuration 5

Figure 23 shows the throughput versus bit-error rate curve for Configuration 5.
Configuration 5 has the Header Compression capability enabled, but not SNACK or TCP
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Timestamps.  The throughput is 3% below the maximum at a BER of 8x10-6, 5% below
maximum at 3x10-5, 17% below maximum at 4x10-5, and 77% below maximum at 8.5x10-5.

Q:  Why is the data point just to the right of 2x10-5 so high?

A:  As mentioned previously, while one can reasonably interpolate between the mean
response data points, interpolating between adjacent confidence intervals is probably invalid.
The “knee” of the throughput curve appears to occur between 2x10-5 and 5x10-5, and our
experience leads us to expect a significant degree of variability in throughput performance as
the operating point approaches the knee of the throughput curve.

We examined the log files for the data point in question, and saw that everything went
smoothly during the test.  There were 16 packets that were corrupted during the run, and the
“fast retransmit” capability allowed all of them to be retransmitted without waiting for the
retransmission timer to expire. The sender interrupted its transmission of data only to
interleave a retransmission; it never had to stop and wait.  As a result, the throughput did not
suffer significantly during the test.  Had the errors occurred at other points during the run, it is
possible that the sender’s buffers might have filled, causing the sender to have to wait until a
retransmission timer expired (since this configuration does not use SNACK).  However, this
was not the case, and the run continued unhindered by the losses.

Q:  Why is the data point just to the left of the 10-4 prediction so low?

A:  In examining the log files for that run, we saw that several data packets were
corrupted in close proximity to each other, including all three packets in one frame.  The
laboratory testing uses a Bernoulli process to simulate errors, rather than using a burst error
model. The fast retransmit capability handles errors that follow a Bernoulli process fairly well,
but is not particularly well suited to burst errors (the SNACK capability is, but is not enabled
in Configuration 5).  As a result, the protocol had to stop and wait for the retransmission
timer to expire, which caused the throughput to be low.

Q:  Why are there not more field test data points?

A:  We conducted initial testing of SCPS-TP on the STRV between February and April of
1996.  The performance data collected at that time was adversely affected by two
implementation errors that we subsequently found and corrected.  We collected a full suite of
data for the corrected implementation in the laboratory, and were permitted to perform a
limited amount of retesting on the satellite during July of 1996.  The result of that retesting is
presented here, since it is more indicative of the proper operation of the protocol than the
previous results.

Conclusions:

There is generally good correspondence between the laboratory prediction and field test
measurements of Configuration 5 throughput results.  One test experienced better-than-
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expected throughput, as a result of “fortunate” spacing of the data losses.  Another test
suffered poorer-than-expected throughput, due to the burstiness of the errors during that
particular test.
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Figure 24.  Predicted Versus Measured Throughput for Configuration 6

Figure 24 shows the throughput performance versus bit-error rate of SCPS-TP
Configuration 6.  Configuration 6 enables SCPS-TP Header Compression and SNACK, but
not TCP Timestamps.  The throughput is 3% below its maximum at the data point with a bit-
error rate of 2.1x10-5, 12% below maximum at 6.4x10-5,15% below maximum at 9.8x10-5,
48% below maximum at 2.7x10-4, and 74% below maximum at 3.2x10-4.

Q:  The data points between 10-4 and 10-3 seem to show a sharp fall-off in throughput.  Is
such a sharp drop reasonable?

A:  A fall in throughput is reasonable, although we noticed from an analysis of those test
runs that SCPS-TP was retransmitting more data than necessary.  Additional retransmission
traffic will reduce throughput by “crowding out” new user data.  The additional
retransmissions were the result of the “fast retransmit” policy being set more aggressive than
necessary.  We are investigating more appropriate settings for fast retransmit in long-delay
environments.

Q:  How high a bit-error rate could the protocol sustain?
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A:  There are at least two ways to answer that question.  The first is practical - if we
simply extrapolate the throughput line to the point on the x-axis where we reach zero
throughput, we would expect that the maximum bit-error rate to be approximately 4x10-4.

However, if we wish to determine theoretically the point at which the protocol will
actually fail, we can do so.  (We might wish to know this if we have a particularly noisy
channel and information that is more important to communicate reliably than immediately.)
The point at which the protocol gives up is determined by the user’s setting for the maximum
retransmissions parameter.  This parameter determines how many times a single packet will
be retransmitted before declaring that the connection has failed.  (It for example, the
maximum retransmissions parameter is set to 10 retransmissions, and every packet on the
connection is retransmitted 9 times, the connection will not fail, and progress will continue,
albeit very slowly.  On the other hand, if no packets have been retransmitted, but then one
packet requires more than 10 retransmissions, the connection will be aborted and an error
message reported to the user.)

Appendix A contains the derivation and equations to support this calculation.  However,
for a test with 622 packets, each 90 bytes long, as we ran here, and a maximum number of
transmissions equal to 10, there is a 99.9% probability that the configuration could sustain a
bit-error rate of 4.25x10-4.  Note that if the run is longer (more unique packets), the maximum
bit-error rate is lower.  For example, if we increase the length of the run to 1000 packets, the
maximum BER is 4.02x10-4.  If we revert to the original 622-packet run, but increase the
maximum retransmissions to 50, the maximum sustainable bit-error rate increases to 2.01x10-

3.  However, if very many packets must be retransmitted more than a few times each,
throughput will be very low.

Conclusions:

There is very good correspondence between the predicted throughput performance and
the field test measurements of throughput for Configuration 6.  All data points fall close to the
interpolated mean response prediction, and all are well within nearby confidence intervals.
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Figure 25.  Predicted Versus Measured Throughput for Configuration 7

Figure 25 shows the predicted and measured throughput versus bit-error rate for
Configuration 7, which has Header Compression and TCP Timestamps enabled, but not
SNACK.  We see very close correspondence to the predicted mean response at 10-6, 10-5,
3x10-5, and 4x10-5.  Two data points between 4x10-5 and 5x10-5 are higher than the mean
response, but still within the confidence interval for 5x10-5.

Conclusions:

The throughput performance for the field test of Configuration 7 corresponds well with
the laboratory predictions.  All data points (at bit-error rates less than 10-4) either fall very
close to the interpolated mean predicted response or are within a nearby confidence interval.
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Figure 26.  Predicted Versus Measured Throughput for Configuration 8

Figure 26 shows the predicted and measured throughput versus bit-error rate for
Configuration 8, which has Header Compression, TCP Timestamps, and SNACK enabled.
The data points between 10-5 and 5x10-5 show a 2% drop in throughput compared to the
maximum; the data points between 5x10-5 and 10-4 show, in order of increasing bit-error rate,
20%, 6%, 7%, and 8% throughput reduction from the maximum throughput measured in the
field test.  The data points beyond 10-4 show a 10%, 20%, and 43% decline in throughput, in
order of increasing bit-error rate.

Q:  Why is the throughput for the data point between 5x10-5 and 10-4 so low?

A:  In examining the packet log for this run, we see that two consecutive frames were lost
at the end of the run.  These frames contained the final five data packets and the FIN (end of
connection) packet.  Since no other data was forthcoming from the sender, the receiver did
not know that data had been lost, and therefore could not send a SNACK.  The six missing
packets each had to time out and be retransmitted individually.  The increased time due to
timeout and retransmission caused the drop in throughput.

Q:  The throughput of the field test data appears to be (relatively) consistently above
predicted mean response for bit-error rates between 5x10-5 and 10-4.  Why is this?

A:  The laboratory environment does not exactly match the field environment.  One
difference is that the STRV 1b spacecraft has a synchronous, frame-oriented downlink while
the OBC in the laboratory does not.  (The OBC supports a CCSDS packet interface, but none
of the framing or clocking - the output is an asynchronous RS-232 port that operates at 9600



49

bps.)  The lack of synchrony in the laboratory means that the Spanner program can build a
persistent queue of downlink packets, since we drive the downlink at its maximum data rate.
This queue means that some packets take longer to reach the “ground” in the laboratory than
they do in the field.  When a packet is lost, SCPS-TP sends duplicate acknowledgments plus,
possibly, a SNACK, to indicate the loss.  When the sending SCPS-TP receives a number of
duplicate acknowledgments, it assumes that the packet has been lost and retransmits it (this
technique is called “fast retransmit,” since it does not depend on a timer expiration for
retransmission).  Consider the effect of a long queue of packets in the downlink:  the
retransmission must wait behind several other downlink packets in queue.  During its wait,
more duplicate acknowledgments are sent, which may result in additional retransmissions of
the packet.  These additional retransmissions that were caused by queuing in Spanner on the
downlink caused the mean throughput in the laboratory to be slightly lower than in the field.

Conclusions:

The field test results for Configuration 8 correspond well with the laboratory tests, with all
data points falling within the bounds of nearby confidence intervals.  The field test results
appear to have slightly higher throughput performance than the predicted mean performance
for bit-error rates between 5x10-5 and 10-4.  We believe that this is due to differences in the
queuing behavior between the actual field test environment and the laboratory environment.

This concludes the presentation of the throughput results from the field test.  At this point,
let us examine the throughput-related conclusions put forth at the end of the laboratory testing
section and identify which are and are not supported by the field test results:

1. The SNACK capability significantly improves throughput and link utilization at high
bit-error rates, has no negative effects on throughput or link utilization at low bit-
error rates, and has no impact on bit-efficiency.

Configuration 5 and Configuration 6 differ only in the fact that Configuration 6 has the
SNACK option.  The field experiment throughput performance is identical for these
two configurations in the absence of bit-errors, and essentially similar up to bit-error
rates of approximately 3x10-5 (see Figure 27).  Beyond 3x10-5, however, the
throughput for Configuration 6 exceeds the throughput for Configuration 5. Further,
the Configuration 6 data points at 2.7x10-4 and 3.2x10-4 both showed throughput
results that were higher than that of the Configuration 5 test at 8.4x10-5.   On the basis
of these results, we consider conclusion 1 to be confirmed with respect to throughput.
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Figure 27.  Comparison of Throughput Results for Configuration 5 and Configuration 6

2. The TCP Timestamps capability has a negative effect on throughput at low bit-error
rates.  It has a strongly negative effect on bit-efficiency, and a moderately positive
effect on link utilization.  When used in combination with SNACK, throughput is lower
than when using SNACK alone, but link utilization is improved slightly.

The best throughput obtained from Configuration 7, which has TCP Timestamps
enabled, was 603 bps.  Configuration 5, which differs only from Configuration 7 in
that it does not have TCP Timestamps enabled, had a maximum throughput of 674
bps.  The conclusion regarding the negative effect of TCP Timestamps on throughput
at low bit-error rates is confirmed.

Refer to Figure 28.  For the range of bit-error rates over which the laboratory data
was taken (10-6 through 10-4), every field data point for Configuration 6 (SNACK but
no Timestamps) exhibits higher throughput than the field data for Configuration 8
(SNACK and Timestamps).  For this range of bit-error rates, the conclusion is
confirmed with respect to throughput.  (Beyond 10-4, the throughput results for both
configurations are similar, indicating the possibility of eventual convergence of
throughput results.  However, the throughput curve at these bit-error rates appears to
have passed its “knee”, and the point of convergence may be zero.)
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Figure 28.  Comparison of Throughput Results for Configuration 6 and
Configuration 8

 

3. The SCPS-TP Header Compression capability has a significant, positive effect on
throughput at bit-error rates of 5x10-5 and below.  Header Compression improves bit-
efficiency at all bit-error rates, and has no effect on link utilization.

Between the bit-error rates of 10-6 and 5x10-5, every field data point of Configuration
5 (Header Compression) exhibits higher throughput than the field data for
Configuration 1 (no Header Compression).  Typical differences between similar bit-
error rates exceed 100 bps.  We consider this conclusion to be confirmed with respect
to throughput.

6.2.2.2  Link Utilization Results
.  Link utilization is a measure of the ability of the protocol to “keep the pipe full” when

there is data ready to be transmitted.  This ability is important in space communication, in
which contact times may be limited.  The protocol should not allow the link to be idle for
significant periods of time.  This section presents the link utilization results for the data
channel for the SCPS-TP configurations tested in the flight test.  Each configuration is
presented on a separate graph, with the laboratory prediction plotted for reference.  We
summarize the results, present a discussion of the results when appropriate, then draw
conclusions.
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Figure 29 presents the link utilization results of Configuration 1 versus bit-error rate, for
both the field test data and the predictions based on the laboratory tests.  Note that the
confidence interval for the prediction at 2x10-5 exceeds 100% link utilization.  Clearly, link
utilization in excess of 100% cannot occur.  The prediction results from the variability of the
laboratory data, and the fact that the statistical technique used to generate the prediction does
not consider the fact that the maximum possible value is 100%.
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Figure 29.  Predicted Versus Measured Link Utilization for Configuration 1

Q:  For the data point just to the left of the 10-5 prediction, why is the link utilization so
low?

The STRV satellites are in a geostationary transfer orbit, with potentially very long
visibility periods.  However, signal quality is often too poor to productively use, a result of
antenna modifications that were required just before launch.  The STRV operators have
devised a system in which they send pairs of time-tagged commands to turn on the transmitter
and then turn it off ten minutes later.  These pairs are typically spaced once per hour during
visibility periods.  At the time that the transmitter is scheduled to come on, the operators scan
for the spacecraft.  If the link quality is adequate, the operators can load a command to turn
the transmitter back on immediately after it automatically turns itself off.  Generally, there is
an imperceptibly small delay between the time-tagged off command and the subsequent
command to turn the transmitter back on.  In some cases, however, there were several
seconds that elapsed before the transmitter came back on.  The data point in question was
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affected by such a delay.  The transmitter went off just after the very last data packet of the
run was received, but before the connection was closed.  As a result, the throughput (which is
measured only over the data transfer portion of the connection) was unaffected, but link
utilization (which is measured over the entire connection) suffered from the several-seconds
delay in turning the transmitter back on and the subsequent need to retransmit the connection
close request.

Q:  Why does the laboratory prediction of link utilization appear to increase between 10-5

and 2x10-5?

While seven of the ten laboratory test runs at 10-5 had link utilization values in the mid-
90% range, three of the runs had values significantly lower, reducing the mean link utilization
to 90%.  At 2x10-5, the mean utilization was 92%.  However, an examination of the
confidence intervals for the two ranges indicates that there is not a statistically significant
difference between the two values.

Conclusions:

With the exception of one test that was affected by a problem with turning the onboard
transmitter back on, all data points correspond very well with the laboratory predictions.

Figure 30 presents the link utilization results versus bit-error rate for Configuration 5.
Note the similarity between this graph and the corresponding throughput results, shown in
Figure 23.  For a configuration that does not have the SNACK capability, we expect this
correspondence to hold, as it does here.  For configurations with the SNACK capability, we
generally expect that link utilization will not fall off as much at high bit-error rates, due to the
ability of the SNACK option to help keep the data channel loaded.  Past a certain bit-error
rate, however, even SNACK-equipped configurations will experience retransmission time
outs, causing a drop in link utilization.
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Figure 30.  Predicted Versus Measured Link Utilization for Configuration 5

Q:  Why is the link utilization for the data point to the right of the 2x10-5 prediction so
high?

A:  In our discussion of Figure 23, we noted that the test in question experienced all of its
losses during situations in which the fast retransmit capability could cause a retransmission of
the packet without the sender having to stop and wait for a retransmission time out.  The
same good fortune that helped with throughput has a correspondingly beneficial effect on link
utilization.

Q:  Why is the link utilization for the right-most field test data point so low?

A:  Again, the correspondence with the throughput result from Figure 23 holds.  The error
distribution was such that retransmission time outs occurred, reducing both throughput and
link utilization.  The laboratory tests did not use a burst model for errors, hence the
discrepancy.

Conclusions:

There is generally good correspondence between the predicted link utilization results and
the field test results.  The same two data points that did not correspond well in the discussion
of the associated throughput results deviate from the predictions here, as well.  One test
received the benefit of fortunately-spaced errors.  The other suffered from an error
distribution that was different than that in the laboratory environment.



55

Figure 31 presents predicted and measured link utilization versus bit-error rate for
Configuration 6.  Note that at 10-4, the predicted link utilization is still above 80%, while in
both previous configurations it had fallen to below 40% at 10-4.  The reason for this difference
is the presence of the SNACK option.  The SNACK option allows the receiver to identify and
request immediate retransmission for missing data.  The use of SNACK reduces the
occurrence of retransmission time outs, improving both link utilization and throughput.
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Figure 31.  Predicted Versus Measured Link Utilization for Configuration 6

Q:  The link utilization for the two data points between 5x10-5 and 10-4 seems higher than
predicted.  Is there any reason for this other than normal variability between runs?

A:  Yes.  In examining the log files from these runs, we noticed that a configuration
parameter (the maximum segment size) was incorrectly configured.  The configuration error,
present in all Configuration 6 field tests, caused more data to be retransmitted than necessary
at high bit-error rates.  This configuration error was not present in the laboratory tests, and
the means by which the field configuration changed from the laboratory configuration is still
under investigation.  However, the additional retransmission data caused the link utilization to
be higher than expected, without a significant effect on throughput.

Conclusions:

The field data points at 2x10-5 and below show very good correspondence with the
laboratory predictions.  At bit-error rates above 5x10-5, a configuration error in the field
configuration resulted in unnecessary retransmissions, which made link utilization higher than
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expected.  The configuration error has been identified, but the cause is still under
investigation.

Figure 32 presents predicted and measured link utilization versus bit-error rate for
Configuration 7 (Timestamps enabled).  All field test data at bit-error rates below 10-4 either
match the predicted values very closely, or are well within nearby confidence intervals.  Note
that the link utilization of the laboratory prediction is above 70% at 10-4.  This value is not as
high as Configuration 6 (with SNACK), but is much higher than those configurations that do
not have Timestamps or SNACK.
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Figure 32.  Predicted Versus Measured Link Utilization for Configuration 7

Conclusions:

The link utilization performance for the field test of Configuration 7 corresponds well with
the laboratory predictions.  All data points (at bit-error rates less than 10-4) either fall very
close to the interpolated mean predicted response or are well within a nearby confidence
interval.

Figure 33 shows the predicted and measured link utilization versus bit-error rate for
Configuration 8.  Note that the predicted value of link utilization is above 90% at 10-4, better
than any other configuration tested in the field.  This is consistent with the prediction based on
the Allocation of Variation presented in Table 7, which indicated that the combination of
SNACK and Timestamps would improve link utilization more than either alone.  We see that
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the field test data bears this out:  All data points are within nearby confidence intervals.  The
data point that is below the prediction (between 5x10-5 and 10-4) was discussed in the
presentation of Figure 26:  the final two frames of the connection were lost, requiring the
connection to wait for six expirations of the retransmission timer.  The resulting delay reduced
both throughput and link utilization.
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Figure 33.  Predicted Versus Measured Link Utilization for Configuration 8

Conclusions:

There is good correspondence between the predicted and measured values of link
utilization for Configuration 8.  All data points are within nearby confidence intervals.

This concludes the presentation of the link utilization results.  At the end of the laboratory
results, the following conclusions were drawn regarding link utilization:

1. The SNACK capability significantly improves throughput and link utilization at high
bit-error rates, has no negative effects on throughput or link utilization at low bit-
error rates, and has no impact on bit-efficiency.

The configuration error mentioned in the discussion of Figure 31 affected the link
utilization results of Configuration 6 (the configuration with SNACK enabled) at bit-
error rates between 2x10-5 and 5x10-5.  This error prevents us from confirming this
conclusion with respect to link utilization based on the field testing.
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2. The TCP Timestamps capability has a negative effect on throughput at low bit-error
rates.  It has a strongly negative effect on bit-efficiency, and a moderately positive
effect on link utilization.  When used in combination with SNACK, throughput is
lower than when using SNACK alone, but link utilization is improved slightly.

Figure 34 shows the link utilization results of Configuration 5 (no Timestamps) and
Configuration 7 (Timestamps enabled).  The link utilization performance of the two
configurations is consistent until the bit-error rate exceeds 3x10-5, at which point the
link utilization for Configuration 7 is consistently better than that of Configuration 5.
However, there is not a strong enough trend for either configuration to be able to
confirm the first part of the conclusion.  We cannot confirm the second part of the
conclusion due to the configuration error that affected Configuration 6, mentioned
previously.
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Figure 34. Link Utilization of Configuration 5 and Configuration 7

3.  The SCPS-TP Header Compression capability has a significant, positive effect on
throughput at bit-error rates of 5x10-5 and below.  Header Compression improves bit-
efficiency at all bit-error rates, and has no effect on link utilization.

Configuration 1 has Header Compression disabled, while Configuration 5 has it
enabled.  Figure 35 shows the link utilization results of the two configurations.  (Recall
that the Configuration 1 data point at approximately 8x10-6 has a low link utilization
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resulting from an onboard transmitter problem - it should not be considered in the
comparison.)  There is enough uncertainty about the point at which the link utilization
for each configuration begins to decline that we can neither confirm nor refute the
conclusion.
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Figure 35. Link Utilization of Configuration 1 and Configuration 5

6.2.2.3  Bit-Efficiency Results
An examination of bit-efficiency is important if SCPS-TP is to be operated over restricted

capacity links, which may be sensitive to the amount of protocol overhead present.  This
section presents the bit-efficiency results for the SCPS-TP configurations tested in the flight
test.  Each configuration is presented on a separate graph, with the laboratory prediction
plotted for reference.

In our discussion of Figure 26, we noted a difference in the laboratory and field
environments that had to do with the synchronous nature of the STRV 1b downlink versus the
asynchronous nature of the OBC in the laboratory.  This difference caused the Spanner
program to build queues of downlink packets in the laboratory tests.  The effect of this
difference on throughput and link utilization was relatively minor - the field results tended to
be slightly higher than the laboratory results, but still well within the confidence intervals
resulting from the predictions.  However, the effect on bit-efficiency is more pronounced,
especially at mid-range bit-error rates (between 2x10-5 and 10-4).  Recall that the “fast
retransmit” behavior is triggered by the data sender receiving a certain number of duplicate
acknowledgments (i.e., acknowledgments that are not advancing the acknowledgment
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number).  This is the primary means of triggering a retransmission when the SNACK
capability is not in use, as it results in retransmissions sooner than if the sender waited for the
retransmission timer to expire.  However, consider the case in which a long queue of packets
has built within Spanner:  the retransmission, when triggered, is queued behind several other
packets.  The receiver has not yet received the retransmission, so it continues to send
duplicate acknowledgments, which result in additional (unnecessary) retransmissions of the
packet that is in queue.  The net effect is that the bit-efficiency of the laboratory tests is
lowered, due to the additional packets (both acknowledgments and retransmissions) being
sent.  This situation did not occur in the field, but in other field configurations it could.  To
address this, the SCPS-TP may either be operated with the congestion control capability
enabled (the purpose of the congestion control capability is to prevent the formation of such
queues), or the rate control settings may be adjusted to something slightly below the
maximum capacity of the link.  Note that at very high bit error rates (approaching and above
10-4), the discrepancy between laboratory and field results diminishes.  This is because the
configurations that depend on fast retransmission begin to experience retransmission time outs
at high bit-error rates.  These time outs cause the data channel to occasionally become idle,
which has the side-effect of draining off any queue that has built within the Spanner program.

Figure 36 through Figure 40 present the bit-efficiency results for the SCPS-TP
configurations tested in the field.  Since the results are affected by the intrinsic difference
between the laboratory and field environments discussed above, the commentary on each
configuration is limited.
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Figure 36.  Predicted Versus Measured Bit Efficiency for Configuration 1
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Figure 37. Predicted Versus Measured Bit Efficiency for Configuration 5
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Figure 38. Predicted Versus Measured Bit Efficiency for Configuration 6
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Figure 39. Predicted Versus Measured Bit Efficiency for Configuration 7
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Figure 40. Predicted Versus Measured Bit Efficiency for Configuration 8
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Q:  In general, the field bit-efficiency results have been higher than expected.  Why, in
Figure 38, are the two data points between 5x10-5 and 10-4 lower than the prediction?

A:  Recall the discussion of Figure 31, in which these same two data points are
considered.  As a result of a configuration error, some invocations of the SNACK capability
caused data to be retransmitted unnecessarily.  These unnecessary retransmissions reduced the
bit-efficiency for the data points in question.

Conclusions:

An intrinsic difference between the field and laboratory configurations resulted in the bit-
efficiency of the field data to generally be higher than predicted in the laboratory.  This affects
our ability to use correspondence with the laboratory results as the basis for confirmation of
the conclusions.

At the end of the laboratory results, the following conclusions were drawn regarding bit-
efficiency:

1. The SNACK capability significantly improves throughput and link utilization at high
bit-error rates, has no negative effects on throughput or link utilization at low bit-error
rates, and has no impact on bit-efficiency.

As a result of the incorrect configuration, we can neither confirm nor refute this
conclusion based on the field test results.

2. The TCP Timestamps capability has a negative effect on throughput at low bit-error
rates.  It has a strongly negative effect on bit-efficiency, and a moderately positive
effect on link utilization.  When used in combination with SNACK, throughput is
lower than when using SNACK alone, but link utilization is improved slightly.

The results of the field testing of bit-efficiency of Configuration 5 (no TCP
Timestamps) were shown in Figure 37 to vary between approximately 82% (at 10-6)
and 75% (at 8x10-5).  The bit-efficiency of Configuration 7 (TCP Timestamps enabled)
varies between 73% and 61% over roughly the same range of bit-error rates (refer to
Figure 39).  This confirms conclusion 2.

3. The SCPS-TP Header Compression capability has a significant, positive effect on
throughput at bit-error rates of 5x10-5 and below.  Header Compression improves bit-
efficiency at all bit-error rates, and has no effect on link utilization.

The field test results of bit-efficiency for Configuration 5 (Header Compression
enabled) varies between 82% and 75% over the bit-error rate range of 10-6 to 8x10-5.
The field test results for Configuration 1 (no Header Compression) vary between 69%
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and 62% over approximately the same range of bit-error rates.  This confirms
conclusion 3.
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Section 7

Conclusions and Recommendations

The SCPS Transport Protocol testing portion of the SSFE was a valuable step in the
overall test program for SCPS.  The test provided us with experience and an understanding of
what to expect when integrating SCPS-TP into operational satellites and control centers.
Further, it provided us insight into the performance of SCPS-TP over links in which burst
errors are not unusual, and the bit-error rates high.  Finally, we gained insight into the
operation of the protocol in resource-constrained environments.

The objectives of the transport protocol portion of the SSFE were as follows:

• to gain experience in hosting SCPS-TP on an actual spacecraft and

• to examine the performance of SCPS-TP when running over a real space/ground data
link.

We met those objectives.  The process of hosting the SCPS-TP protocol onto the STRV
was a difficult one, primarily due to the limited availability of C-language development tools
for the MIL-STD-1750A processor.  The generally poor quality of development tools led to
our failure to discover and correct two implementation errors, which rendered invalid the
results of the first set of test data that we took.  We were able to conduct a limited amount of
retesting, which was used to confirm the results we gathered in the laboratory.

7.1  Conclusions
The SCPS-TP protocol appears to be well-suited to the long-delay, potentially high bit-

error rate environment of the STRV.  All configurations were able to sustain connections at
bit-error rates of 10-4 and yield throughput in excess of 130 bps (17% of maximum possible).
The Selective Negative Acknowledgment (SNACK) capability was principally responsible for
the ability of the SCPS-TP to operate well in high bit-error rate environments (the
configuration with the SNACK capability enabled showed only a 15% drop from maximum
throughput at a bit-error rate of approximately 10-4).  The SCPS-TP Header Compression
accounted for an 18% increase in throughput over the configurations that did not use Header
Compression at zero bit error rate.

The following conclusions follow from the laboratory testing and confirmed by the flight
test results:

1. The SNACK capability significantly improves throughput at high bit-error rates, and
has no negative effects on throughput at low bit-error rates.
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2. The TCP Timestamps capability has a negative effect on throughput at low bit-error
rates.  It has a strongly negative effect on bit-efficiency.  When used in combination
with SNACK, throughput is lower than when using SNACK alone.  (Note that the
magnitude of the negative effect of TCP Timestamps on throughput and bit-efficiency
is exaggerated by the small packet size imposed by the STRV.  With larger packet
sizes, this effect is mitigated.)

3. The SCPS-TP Header Compression capability has a significant, positive effect on
throughput at bit-error rates of 5x10-5 and below.  Header Compression improves bit-
efficiency at all bit-error rates.  (The positive effect of Header Compression on
throughput is exaggerated by the small packet size imposed by the STRV in the same
manner that the negative effect of the TCP Timestamps is, above.  As with TCP
Timestamps, the effect of Header Compression on throughput will diminish as the
packet size increases.)

These conclusions were formed as a result of the laboratory testing, but could neither be
confirmed nor refuted by the flight test results:

1. The SNACK capability significantly improves link utilization at high bit-error rates,
and has no negative effects on link utilization at low bit-error rates, and has no impact
on bit-efficiency.

2. The TCP Timestamps capability has a moderately positive effect on link utilization.
When used in combination with SNACK, link utilization is improved slightly.

3. The SCPS-TP Header Compression capability has no effect on link utilization.

7.2  Recommendations
We document recommendations primarily directed at ourselves in Appendix C, Lessons

Learned.  The following recommendations are directed toward potential users of SCPS-TP
and toward the sponsors of this effort.

1. Push ahead in the effort to standardize SCPS-TP and deploy it in environments that
have similar delay and error characteristics to the STRV environment.

2. When using SCPS-TP in STRV-like environments, enable SNACK.

SNACK has no negative effects when errors are not present, and is primarily
responsible for the protocol’s ability to sustain relatively high throughputs at high bit-
error rates.

3. When using SCPS-TP in STRV-like environments, enable Header Compression.

The Header Compression capability reduced the size of SCPS-TP headers, improving
throughput and bit-efficiency.  These effects were particularly dramatic because the
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maximum packet size of the STRV was small.  As the packet size increases, the
positive effect of Header Compression will diminish.

4. When using SCPS-TP in STRV-like environments, disable TCP Timestamps.

The TCP Timestamps capability reduced throughput at low bit-error rates, and
provided no significant improvement in throughput at high bit-error rates when
SNACK was in use.  As with Header Compression, the negative effects of TCP
Timestamps are exaggerated by the small packet sizes on STRV.

5. Evolve the program of testing toward integrated tests.

Although there are still specific SCPS-TP capabilities to be tested, the focus of future
tests should be integrated-stack testing.  Tests of individual protocol capabilities can
be conducted either as part of integrated-stack testing or as a small, focused portion of
a larger test.  The SCPS-NP, which has not as yet undergone flight testing, will
probably benefit from more substantial, focused testing.  However, this can still be
conducted in the context of an overall test.





69

List of References

1. Aho, Alfred V., Brian W. Kernighan, and Peter J. Weinberger, 1988, The AWK
Programming Language, Addison-Wesley Publishing Company, Reading, Massachusetts.

2. L. S. Brakmo, S. W. O’Malley, and L. L. Peterson, “TCP Vegas: New Techniques for
Congestion Avoidance,” Proceedings of SIGCOMM 1994, pp. 24-35, London, U. K.,
October 1994.

3. Çinlar, Erhan, 1975, Introduction to Stochastic Processes, Prentice-Hall, Inc., Englewood
Cliffs, NJ.

4. Connolly, T., P. Amer, P. Conrad, November 1994, "An Extension to TCP: Partial Order
Service," RFC 1693.

5. Cooper, G., March 1986, TCP implementation, IMAGEN Corporation.

6. Fortune, D., January 1996, “SSFE Ground Segment Interface Control Document,”
ESYS-95107-RPT-01, European Systems Limited, Guildford, Surrey, UK.

7. Fox, R., June 1989, “TCP Big Window and Nak Options,” Internet Engineering Task
Force document RFC 1106.

8. IETF, 1989, “Requirements for Internet Hosts - Communications Layers,” Internet
Engineering Task Force document RFC 1122.

9. Jacobson, V. and R. Braden, October 1988, “TCP Extensions for Long-Delay Paths,”
Internet Engineering Task Force document RFC 1072.

10. V. Jacobson, R. Braden, and D. Borman, “TCP Extensions for Long-Delay Paths,”
Request for Comments 1323, IETF, May 1992.

11. Jain, Raj, 1991, The Art of Computer Systems Performance Analysis-Techniques for
Experimental Design, Measurement, Simulation, and Modeling, John Wiley & Sons, New
York, NY

12. The Joint NASA/DOD Space Communications Protocol Standards Technical Working
Group (SCPS-TWG), January 1996, Report Concerning Space Communications Protocol
Standards, Advanced Orbiting Systems Upper Layer Protocols:  Rationale, Requirements
and Application Notes , SCPS 710.0-G-0 (Draft), DOD and NASA, Jet Propulsion
Laboratory, Pasadena, CA, USA

13. The Joint NASA/DOD Space Communications Protocol Standards Technical Working
Group (SCPS-TWG), May 1996, “Space Communications Protocol Standards (SCPS)
Bent-Pipe Experiment Report”, SCPS-D71.51-Y-1, Colorado Springs, CO.



70

14. The Joint NASA/DOD Space Communications Protocol Standards Technical Working
Group (SCPS-TWG), May 1996, “SCPS File Protocol Report on the SCPS/STRV-1b
Flight Experiment”, DOD and NASA, Jet Propulsion Laboratory, Pasadena, CA, USA

15. “Space Communications Protocol Standards Security Protocol (SCPS-SP) FY96 Report”,
September 1996, Sparta, Inc., Columbia, MD.

16. The Joint NASA/DOD Space Communications Protocol Standards Technical Working
Group (SCPS-TWG), April 1995, Concept Paper:  ADVANCED ORBITING
SYSTEMS, UPPER LAYER PROTOCOLS, SCPS Network Protocol (SCPS-NP)
Specification, SCPS 713.0, DRAFT, DOD and NASA, Jet Propulsion Laboratory,
Pasadena, CA, USA

17. The Joint NASA/DOD Space Communications Protocol Standards Technical Working
Group (SCPS-TWG), April 1995, Concept Paper:  ADVANCED ORBITING
SYSTEMS, UPPER LAYER PROTOCOLS, SCPS Security Protocol (SCPS-SP)
Specification, SCPS 7135.0-C-1, DRAFT, DOD and NASA, Jet Propulsion Laboratory,
Pasadena, CA, USA

18. The Joint NASA/DOD Space Communications Protocol Standards Technical Working
Group (SCPS-TWG), March 1995, Concept Paper:  ADVANCED ORBITING
SYSTEMS, UPPER LAYER PROTOCOLS, SCPS Transport Protocol (SCPS-TP)
Specification, SCPS 714.0, DRAFT, DOD and NASA, Jet Propulsion Laboratory,
Pasadena, CA, USA

19. The Joint NASA/DOD Space Communications Protocol Standards Technical Working
Group (SCPS-TWG), June 1995, Concept Paper:  ADVANCED ORBITING SYSTEMS,
UPPER LAYER PROTOCOLS, SCPS File Transfer Protocol (SCPS-FP) Specification,
SCPS 717.0, DRAFT, DOD and NASA, Jet Propulsion Laboratory, Pasadena, CA, USA

20. The Joint NASA/DOD Space Communications Protocol Standards Technical Working
Group (SCPS-TWG), September 1993, Recommended Development of Interoperable
Data Communications Standards for Dual-Use by US Civil and Military Space Projects,
DOD and NASA, Jet Propulsion Laboratory, Pasadena, CA, USA

21. Libes, Don, 1995, Exploring Expect:  A Tcl-based Toolkit for Automating Interactive
Programs, O’Reilly & Associates, Inc., Sebastopol, CA

22. Packet Telemetry, Blue Book, CCSDS 102.0-B-3, Issue 3 November 1992, or later issue.

23. Stevens, W. R., 1994, TCP/IP Illustrated, Volume 1: The Protocols,  Reading,
Massachusetts: Addison-Wesley

24. Telecommand—Part 1 Channel Service, Blue Book, CCSDS 201.0-B-1, January 1987, or
later issue.



71

25. Telecommand—Part 2 Data Routing Service, Blue Book, CCSDS 202.0-B-2, January
1987, or later issue.

26. Telecommand—Part 2.1 Command Operation Procedures, Blue Book, CCSDS 202.1-B-
1, October 1991, or later issue.

27. Telecommand—Part 3 Data Management Service, Blue Book, CCSDS 203.0-B-1,
January 1987, or later issue.

28. Turner, J., October 1986, "New Directions in Communications (Or Which Way to the
Information Age?)," IEEE Communications , Vol. 24, No. 10, 8-15.

29. Welch, Brent B., 1995, Practical Programming in Tcl and Tk, Prentice Hall PTR, Upper
Saddle River, NJ.

30. Wells, N., August 1994, “The Space Technology Research Vehicles STRV-1a and -1b:
First In-Orbit Results,” Paper presented at the 8th Annual AIAA/Utah State University
Conference on Small Satellites, Utah State University, Logan, UT.





73

Glossary

ABR Available Bit Rate

Ack Acknowledgment

AFSCN Air Force Satellite Control Network

API Application Programming Interface

APID Application Process Identifier

ATM Asynchronous Transfer Mode

awk Aho, Weinberger, Kernighan

BER Bit-Error Rate

BMDO Ballistic Missile Defense Organization

bps bits per second

BSD Berkeley Software Distribution

CCSDS Consultative Committee for Space Data Systems

CLCW Command Link Control Word

CLTU Command Link Transmission Unit

COTS Commercial Off The Shelf

CRCs Cyclic-Redundancy Codes

DAU Data Acquisition Unit

DLU Down Link Unit

DOD Department of Defense

DRA Defence Research Agency

DSN Deep Space Network

ESA European Space Agency

GMT Greenwich Mean Time

GTO Geostationary Transfer Orbit

HQ Headquarters



74

IEEE Institute of Electrical and Electronics Engineers

IETF Internet Engineering Task Force

IP Internet Protocol

JPL Jet Propulsion Laboratory

kB kilo byte (1024 bytes)

kbps kilobit per second (1000 bits per second)

kg kilogram

LNA Linear Amplifier

MIL STD Military Standard

MSS Maximum Segment Size

MTR MITRE Technical Report

NASA National Aeronautics and Space Administration

NASCOM NASA Communication Network

OBC Onboard Computer

OBDH Onboard Data Handling System

PAWS Protect Against Wrapped Sequence Numbers

PC Personal Computer

RAM Random Access Memory

RF Radio Frequency

RFC Request for Comments

ROMs Read-Only Memories

RSL Received Signal Level

RTS Remote Tracking Station

RTT Round Trip Time

Rx Receiver

SCPS Space Communications Protocol Standards

SCPS-FP Space Communications Protocol Standards - File Protocol



75

SCPS-NP Space Communications Protocol Standards - Network Protocol

SCPS-SP Space Communications Protocol Standards - Security Protocol

SCPS-TP Space Communications Protocol Standards - Transport Protocol

SCPS-TWG Space Communications Protocol Standards - Technical Working Group

SIGCOMM (Association for Computing Machinery) Special Interest Group on
Communications

SACK Selective Acknowledgment

SDIB STRV Data Interchange Bus

SNACK Selective Negative Acknowledgment

SSFE SCPS-STRV Flight Experiment

STRV Space Technical Research Vehicle

SWS Silly Window Syndrome

SYN Synchronize

Tcl Tool Control Language

TCP Transmission Control Protocol

Tk Tcl X Windows Toolkit

Tx Transmitter

UK United Kingdom

ULU Up Link Unit

USSPACECOM United States Space Command





77

Distribution List

Internal

W159
R. C. Durst (10)
D. E. Ernst
G. J. Miller
R. C. Mitchell
A. S. Reitzel
N. L. Schult
D. Thomson
M. J. Zukoski

D048
G. M. Comparetto
B. A. Feldmeyer
J. G. McIlnay
J. Muhonen
R. Ramirez
E. J. Travis (Gemini Industries),
    c/o MITRE Reston M/S W650

Project

USSPACECOM, J4
Attn: Col. Flynn
250 S. Peterson Blvd.
Peterson Air Force Base
Colorado Springs, CO 80914-3310

USSPACECOM, J4P
Attn: Kathleen Dismukes
250 S. Peterson Blvd.
Peterson Air Force Base
Colorado Springs, CO 80914-3310

SMC/ADC
Attn:  Capt. J. Gadway
SMC/ADC

Los Angeles AFB, CA  90009-2960
(5 copies + disk in DOS format)

SMC/AX
Attn:  Maj. J. Cole
SMC/AXES
Los Angeles AFB, CA  90009-2960
(original + 4 copies + disk in DOS format)

Mr. John Rush
HQ NASA Code OI
300 E. Street S.W.
Washington, DC  20546
(5 copies + disk)

USA CECOM
ATTN:  AMSEL-PE-FC
Ft. Monmouth, NJ  07703-5027
(Letter of Transmittal only)

JPL M/S 301-235
Attn:  Mr. Adrian Hooke
4800 Oak Grove Drive
Pasadena, CA 91109-8099
(5 copies + disk)

External

DISA/JITC
Attn:  Mr. Leo Hansen
DISA/JITC
Ft. Huachuca, AZ  85613-7020

Mr. Nick Shave
Space Systems
Defence Research Agency
R16 Bldg.



78

Farnborough, Hampshire
GU146TD, U.K.
(5 copies)

LT CDR Kevin Shaw
HMS Northumberland
BFPO 345
United Kingdom

Mr. Steven R. Sides
SAIC
The Stonybrook School
Route 25a and Cedar Street
Stonybrook, NY  11790

Mr. Howard Weiss
SPARTA, Inc.
9861 Broken Land Parkway
Suite 300, Columbia, MD 21046


