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Abstract

This paper documents the results of the SCPS Transport Protocol (SCPS-TP) portion of
the SCPS/STRV Hight Experiment (SSFE). This experiment involved hosting the SCPS-TP
protocol on the STRV 1b spacecraft and testing the operation of the protocol between the
space-based endpoint and the ground. The communication environment imposed round-trip
delays of approximately 8 seconds, error rates from 0'to > 10, and very low speed links
(1000 bps from space to ground, and 125 bps from ground to space). The experiment
examined the effects on throughput, link utilization, and bit-efficiency of the TCP Timestamps
capability, a Selective Negative Acknowledgment (SNACK) capability, and an end-to-end
Header Compression capability. The paper presents the results of a factorial experiment
conducted in a laboratory environment configured to ssimulate the flight test environment, then
presents the results of those configurations from the factorial experiment that were tested in
the flight environment. The experiment results show that SNACK and Header Compression
greatly improve throughput, while the TCP Timestamps capability reduces throughpui.

KEYWORDS: SCPS STRV TCP






Executive Summary

Purpose of This Document

The Space Communications Protocol Standards - Transport Protocol (SCPS-TP) is being
developed by the joint NASA/DOD Space Communications Protocol project. This report
documents the findings of the SCPS/STRV Flight Experiment (SSFE) SCPS-TP test.

Background

In thefall of 1992, NASA and the DOD jointly established atechnical team (the SCPS
Technical Working Group, or “SCPS-TWG”) to explore possibilities for developing common
space data communications standards. By the end of 1993 the team concluded that wide
segments of the U.S. civil and military space communities have common needs for protocols
to support in-flight monitoring and control of civil and military spacecraft. In 1994, the U.K.
Defence Research Agency joined the SCPS-TWG with specific interoperability interests for
the U.K. Skynet series of military communications satellites.

The program of work to develop these protocols includes specification, simulation,
implementation, and testing. The SCPS/STRV Flight Experiment is the latest in a series of
tests, that has included simulation, laboratory testing, and a bent-pipe test over a satellite link.
The SCPS/STRV Hight Experiment was the first test to actually host the prototype software
on a spacecraft, and was intended to evaluate performance and functionality in the anticipated
implementation and operational environments.

The protocols tested in the SSFE include the SCPS File Protocol, the SCPS Transport
Protocol, and the SCPS Security Protocol. All of the SCPS File Protocol testing made use of
the SCPS Transport Protocol, and the SCPS Security Protocol testing used the SCPS
Transport Protocol as its data source. The tests of the SCPS File Protocol and SCPS
Security Protocol are documented separately (reference [14], [19]).

The SSFE was conducted between 2 January 1996 and 30 April 1996 and between 16
July 1996 and 31 July 1996. The SCPS-TP tests were conducted by U.K. Defence Research
Agency personnd stationed at Lasham, England and at Farnborough, England, and by
MITRE and Gemini Industries personnel at Reston, Virginia. The tests were conducted at
Lasham, England and Reston, Virginia.

SSFE SCPS-TP Test Objectives
The objectives of the transport protocol portion of the SSFE were as follows:

to gain experience in hosting SCPS-TP on an actual spacecraft and



to examine the performance of SCPS-TP when running over area space/ground data
link.

In examining the performance of SCPS-TP, we tested three specific capabilities. The
following list cites the primary benefits expected from each of the capabilities:

TCP Timestamps:. this capability improves SCPS-TP' s estimate of round trip time,
which can become distorted in error-prone environments.

SCPS-TP Header Compression: this capability reduces protocol overhead by reducing
the size of SCPS-TP headers.

Selective Negative Acknowledgment: this capability improves SCPS-TP s error
response by providing detailed information about missing or corrupted data.

We wished to determine the extent to which each of these capabilities affected
performance at various bit-error rates. We also wished to determine if there were any
significant interactions between the options that would restrict the ability of a user or program
to pick the optionsindividually.

We met the objectives stated above. The process of hosting the SCPS-TP protocol onto
the STRV was a difficult one, primarily due to the limited availability of C-language
development tools for the MIL-STD-1750A processor. The generally poor quality of
development tools delayed our discovery and correction of two implementation errors. This
rendered invalid the results of the first set of tests that we conducted. We were able to
conduct a limited amount of retesting, which was used to confirm the results we gathered in
the laboratory.

Summary of Results

The experiment was conducted in three phases: we performed initia testing in the field,
then we tested the protocols extensively in the laboratory, then we performed final testing in
thefield. Thefield results presented in this report reflect the results of the final field testing.

We made the following performance measurementsin all tests: throughput, link
utilization, and bit-efficiency. Throughput is a measure of the average rate at which the
protocol can move user data, and is one of the most commonly used measurements of
communication protocol performance. Link utilization is a measure of the ability of the
protocol to “keep the pipe full.” This ability isimportant in space communication, in which
contact times may be limited. The protocol should not alow the link to be idle when datais
waiting to be transmitted. Finally, bit-efficiency is a measure of the amount of protocol
overhead required to transfer auser’sdata. The overhead includes protocol headers,
acknowledgment traffic, and any retransmissions required to get the user datato its
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destination. Bit efficiency isimportant in spacecraft communications, because link capacity is
generally a scarce resource.

Eight protocol configurations were tested in the laboratory, and of those eight, five were
tested in the field. The following graphs briefly summarize the field test results, with
predictions based on the laboratory results shown for reference. The three graphs correspond
to the three types of performance measures made: throughput, link utilization, and bit-
efficiency. Each graph presents the results of the protocol configurations that performed the
best and the worst in the field. The laboratory predictions are based on the mean response
resulting from 10 tests at each of the following bit-error rates: 10°, 10°, 2x10°, 5x10°, 10",

Thefirst graph presents the throughput results. Readers should bear in mind that the
maximum possible throughput of a SCPS-TP connection is 768 bps, not including SCPS-TP
protocol overhead. The graph shows that the best throughput was obtained by the
configuration (Configuration 6) that enabled the Selective Negative Acknowledgment and
SCPS-TP Header Compression capabilities, described above. The poorest throughput in the
field resulted from the configuration (Configuration 1) that had none of the SCPS- TP
capabilities enabled. (Note that the laboratory results indicate that the configuration that
enabled TCP Timestamps and none of the other capabilities would have shown lower
throughput than Configuration 1, but this configuration was not tested in the field.)
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The next graph presents link utilization results. The graph shows that the best link
utilization was obtained by the configuration (Configuration 8) that enabled all of the
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capabilities under test. The poorest link utilization in the field resulted from the configuration
(Configuration 1) that had none of the SCPS-TP capabilities enabled.
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The final graph presents bit-efficiency results. The graph shows that the best bit-efficiency
was obtained by the configuration (Configuration 5) that enabled SCPS-TP Header
Compression. The poorest bit-efficiency in the field resulted from the configuration
(Configuration 1) that had none of the SCPS-TP capabilities enabled. However, as with the
throughput tests, the configuration with TCP Timestamps (only) enabled had worse bit-
efficiency than Configuration 1 in the laboratory tests, but was not tested in the field. Note
that the bit-efficiency results from the field tests tend to be higher than the results from the
laboratory tests of corresponding configurations. Thisis due to an inherent difference
between the field test environment and the laboratory test environment.
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Conclusions

The SCPS-TP protocol appears to be well-suited to the long-delay, potentially high bit-
error rate environment of the STRV. All configurations were able to sustain connections at
bit-error rates of 10 and yield throughput in excess of 130 bps (17% of maximum possible).
The Selective Negative Acknowledgment (SNACK) capability was principaly responsible for
the ability of the SCPS-TP to operate well in high bit-error rate environments (the
configuration with the SNACK capability enabled showed only a 15% drop from maximum
throughput at a bit-error rate of approximately 10*). The SCPS-TP Header Compression
accounted for an 18% increase in throughput over the configurations that did not use Header
Compression at zero bit error rate.

The following conclusions derive from the laboratory testing and are confirmed by the
flight test results:

1. The SNACK capability significantly improves throughput at high bit-error rates, and
has no negative effects on throughput at low bit-error rates.

2. The TCP Timestamps capability has a negative effect on throughput at low bit-error
rates. It has a strongly negative effect on bit-efficiency. When used in combination
with SNACK, throughput is lower than when using SNACK aone. (The magnitude
of the negative effect of TCP Timestamps on throughput is exaggerated by the small
packet size imposed by the STRV. With larger packet sizes, this effect is mitigated.)

3. The SCPS-TP Header Compression capability has a significant, positive effect on
throughput at bit-error rates of 5x10” and below. Header Compression improves bit-
efficiency at al bit-error rates. (The positive effect of Header Compression on



throughput is exaggerated by the small packet size imposed by the STRV in the same
manner that the negative effect of the TCP Timestampsiis, above. Aswith TCP
Timestamps, the effect of Header Compression on throughput will diminish as the
packet size increases.)

The following conclusions are supported by the laboratory testing, but were neither
confirmed nor refuted by the flight test results:

1.

3.

The SNACK capability significantly improves link utilization at high bit-error rates,
has no negative effects on link utilization at low bit-error rates, and has no impact on
bit-efficiency.

The TCP Timestamps capability has a moderately positive effect on link utilization.
When used in combination with SNACK, link utilization isimproved dightly.

The SCPS-TP Header Compression capability has no effect on link utilization.

Recommendations

We document recommendations primarily directed at ourselvesin Appendix C, Lessons
Learned. The following recommendations are directed toward potential users of SCPS-TP
and toward the sponsors of this effort.

1.

Push ahead in the effort to standardize SCPS-TP and deploy it in environments that
have smilar delay and error characteristics to the STRV environment.

When using SCPS-TP in STRV-like environments, enable SNACK.

SNACK has no negative effects when errors are not present, and is primarily
responsible for the protocol’ s ability to sustain relatively high throughputs at high bit-
error rates.

When using SCPS-TP in STRV-like environments, enable Header Compression.

The Header Compression capability reduced the size of SCPS-TP headers, improving
throughput and bit-efficiency. These effects were particularly dramatic because the
maximum packet size of the STRV was small. As the packet size increases, the
positive effect of Header Compression will diminish.

When using SCPS-TP in STRV-like environments, disable TCP Timestamps.

The TCP Timestamps capability reduced throughput at low bit-error rates, and
provided no significant improvement in throughput at high bit-error rates when
SNACK wasin use. Aswith Header Compression, the negative effects of TCP
Timestamps are exaggerated by the small packet sizeson STRV.

Evolve the program of testing toward integrated tests.



Although there are still specific SCPS-TP capabilities to be tested, the focus of future
tests should be integrated-stack testing. Tests of individua protocol capabilities can
be conducted either as part of integrated-stack testing or as a small, focused portion of
alarger test. The SCPS-NP, which has not as yet undergone flight testing, will
probably benefit from more substantial, focused testing. However, this can still be
conducted in the context of an overal test.
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Foreword

ThisisVolume 1 of the Final Report of the SCPS-TP Testing on the UK DRA STRV. It
contains the body of the report. The Appendixes appear in Volume 2, which is printed under
Separate cover.
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Section 1

Introduction

In the fall of 1992, NASA and the DOD jointly established a technical team (the SCPS
Technical Working Group, or “SCPS-TWG”) to explore possibilities for developing common
space data communications standards, with a principal focus on the activities associated with
in-flight monitoring and control of civil and military spacecraft. In practical terms, these
activitiesinvolve a ground control center conducting a dialog with a remote spacecraft to
transmit telecommands, to up-load and verify onboard software loads, and to confirm correct
spacecraft performance via aflow of telemetry.

The team adopted a two-pronged approach in its study phase: part of the team conducted
atop-down survey of representative civil and military space data communications
requirements, while the remainder of the team conducted a bottom-up analysis of available
standard data communications protocols. The team compared the results to see how
capabilities matched requirements, and formulated recommendations for future work. In
evaluating existing capabilities, first priority was given to commercially-supported “off the
shelf” standards. However, recognizing unique requirements of the space mission
environment (long propagation delays, noise-induced errors, and limited spacecraft data
processing resources and communications capacity), the team also considered other options.
By the end of 1993 the team concluded that wide segments of the U.S. civil and military space
communities have common needs for:

* Anefficient file handling protocol, capable of supporting file transfersinitiated either
from ground-based systems or space-based systems

» A datatransport protocol that provides the user with selectable levels of reliability,
based on operational need, between computers that are communicating over a network
containing one or more space data transmission paths

» Optional data protection mechanisms to assure the end-to-end security and integrity of
such message exchange

* Anefficient protocol to support connectionless routing of messages through networks
containing space data links.

Following the study phase, the SCPS-TWG began development of four specifications, one
for each of the protocols, that address the above requirements: the SCPS File Protocol
(SCPS-FP), the SCPS Transport Protocol (SCPS-TP), the SCPS Security Protocol (SCPS-
SP), and the SCPS Network Protocol (SCPS-NP). These draft specifications have been
submitted to the appropriate DOD authority for adoption as military standards, and to the
appropriate international body for consideration of adoption as international standards. At the
completion of these standards activities, resulting standards may then be adopted by any



military, civil, or commercial organization for usein any space system. It isthe intent of
NASA and DOD that commercia vendors produce the SCPS protocols as widely-distributed
commercial products, thus helping to reduce the cost of space systems while increasing their
interoperability.

Part of the protocol development includes arigorous test program. Previously, the SCPS-
TP was tested in a“bent-pipe” environment, in which two ground-based workstations
communicated via a satellite link [13]. One of the key elements of the test programis a
“protoflight” test, in which the SCPS protocols are flown as experimental payloads on one or
more satellites. The first component of this protoflight phase of testing involved testing the
SCPS protocols onboard a Space Technology Research Vehicle (STRV) operated by the UK
Defence Research Agency (DRA). Thistest, the SCPS-STRV Flight Experiment (SSFE),
included tests of the SCPS File Protocol (SCPS-FP), the SCPS Transport Protocol (SCPS-
TP), and the SCPS Security Protocol (SCPS-SP). This report documents the results of the
initial protoflight testing of the SCPS Transport Protocol, which is an extension of the testing
documented in [13].

This document is organized into seven sections and five appendixes. Section 1 isthis
Introduction. Section 2 puts forth the experiment objectives. Section 3 describes the
experiment plan and Section 4 describes the experiment configuration. Section 5 documents
the experiment methods that were used to conduct the experiments and gather the data.
Section 6 presents the experiment results, and Section 7 presents conclusions and
recommendations. Appendix A documents the equations that are unique to this paper that
were used in the data analysis. Appendix B contains the data collected during the experiment.
Appendix C documents some of the lessons learned during the experiment. Appendix D
presents an overview of the SCPS-TP protocol, and Appendix E briefly describes the SCPS-
TP implementation.



Section 2

Objectives

The objectives of the transport protocol portion of the SSFE were as follows:
to gain experience in hosting the SCPS-TP on an actual spacecraft and

to examine the performance of the SCPS-TP when running over area space/ground
data link.

The first objective was achieved - the experience of hosting the SCPS protocols on a
resource-constrained platform led to modifications in severa implementation approaches. The
protocol specifications appear to require no significant modification as a result of the testing.
The lessons learned from conducting the experiment and porting the SCPS-TP protocol to the
STRYV platform are documented in Appendix C of this document.

The second objective (to examine the performance of the SCPS protocols in the STRV
flight environment) was aso met with the following caveat: some performance results derive
from testing over an actual space-ground link and some from testing over a smulated link.
We collected laboratory data that thoroughly demonstrates specific aspects of the behavior of
the SCPS transport protocol in asimulation of the STRV flight environment. During the
course of the flight test we identified and corrected two coding errors in the software that
significantly affected performance. We retested the protocols and found good correspondence
between the laboratory and the field data, but did not have enough time during the retest to
take as much data as originally planned. Nevertheless, experiments that we ran onboard the
STRV confirm, to a large degree, the conclusions that were based on the data taken in the
laboratory. For some conclusions, we were unable to confirm the laboratory conclusion, but
saw no evidence that would refute those conclusions. In our discussion of the field
experiment results, we discuss how the data from each test relates to the corresponding data
taken in the laboratory.

The performance measures were throughput, link utilization, and bit-efficiency.
Throughput measures the average rate at which the protocol can move user data, and is one
of the most commonly used measurements of communication protocol performance. Link
utilization is a measure of the ability of the protocol to “keep the pipe full” when there is data
ready to be transmitted. This ability isimportant in space communication, in which contact
times may be limited. The protocol should not alow the link to beidle for significant periods
of time. Finally, bit-efficiency is a measure of the amount of protocol overhead required to
move auser’ sdata. The overhead includes protocol headers, acknowledgment traffic, and
any retransmissions required to get the user data to its destination. Bit efficiency isimportant
in spacecraft communications, because link capacity is generally a scarce resource.






Section 3

Design

The SCPS-TP SSFE design consisted of five 2°r factorial experiments, one at each of five
bit-error rates. (The 2r terminology is explained in detail in reference [11]. In brief, under a
2r factoria experiment design, there are k factors that can each take on one of two discrete
levels, yielding atotal of 2* experiments. Each of the 2 experimentsiis replicated r times.)
This type of experiment design alows us to examine the effect that each factor contributes to
performance through a technique known as alocation of variation. Since we use multiple
replications, we can isolate the effects of experimental error, as well.

Our factoria experiment, conducted in the laboratory, was configured withk = 3and r =
10, meaning that we tested three different factors, and replicated each test ten times. The
three factors of interest to us were three different SCPS-TP capabilities. TCP Timestamps,
SCPS Header Compression, and SCPS SNACK.

The TCP Timestamps capability, defined in [10], provides two primary benefits: it
improves TCP' s estimate of round-trip time, which can become distorted in error-prone
environments; and it serves as an extension to the sequence number space for very high-rate
applications. (It isin the ability to improve the estimate of round trip time that we are
interested.) The SCPS Header Compression capability replaces or omits invariant fieldsin the
SCPS-TP headers, to reduce protocol overhead. The SCPS SNACK capability improves the
protocol’ s response to errors. Refer to Appendix D for a more detailed description of each of
these capabilities.

We wished to determine the extent to which each of these capabilities affected
performance at various bit-error rates. We also wished to determine if there were any
significant interactions between the options that would restrict the ability of a user or program
to pick the options individually. Each test consisted of a bulk-data transfer from the spacecraft
to the ground. The size of each transfer was approximately 50000 bytes of user data (the
amount of data per transfer was rounded to a multiple of the amount of user data per packet).

Since we repeated the laboratory experiments ten times at five different bit-error rates, we
conducted a total of 400 tests (2° * 10 * 5= 400). Each test took between 10 and 45 minutes
to execute. For each test, we measured throughput, link utilization, and bit-efficiency.
(Appendix B contains the experimental data for the laboratory experiments and the field
experiments. Appendix A contains the equations used to calculate any non-directly-measured
results.)

We did not attempt to fully replicate the laboratory experiment in the field. The laboratory
experiment design depends on our ability to control the bit-error rate of the test. Thiswas
possible in the laboratory environment, but not in the field. In addition to our inability to



control the bit-error rate on the link, there was simply not time to collect the volume of data
necessary to replicate the results. Rather, we decided to take data for selected configurations
over a broad range of bit-error rates with the intent of confirming that the laboratory data was
avalid representation of the protocol in the field. We calculated predicted responses for each
of the measurements of interest (throughput, link utilization, and bit-efficiency) over the range
of bit-error rates that we tested in the laboratory, and compared these predictions to the
results obtained from the flight-tests.



Section 4

Configuration

We conducted the SSFE SCPS-TP experiments in the laboratory, using the SCPS test
bed, and in the field, using equipment largely provided by the UK Defence Research Agency
in Lasham, England. This section describes the experiments conducted in each of those two
locations.

4.1 Laboratory Configuration

4.1.1 Equipment Configuration

We tested SCPS-TP in the laboratory, using a test configuration that simulated, to the
extent practicable, the delays, data rates, and error rates of the field environment. For STRV
development, DRA lent us a space-qualified MIL-STD-1750A onboard computer (OBC)
equipped with a RS-232 interface configured to transmit and receive at 9600 bits per second
(bps). The OBC hastheidentica flight read-only memories (ROMs) that the STRV 1b uses,
but it did not have any of the CCSDS hardware to provide telemetry framing or uplink
processing.!

In Figure 1, the OBC is the space-qualified processor mentioned above. The OBC Relay
is a Sun workstation that attaches to the OBC via RS-232, and to the rest of the SCPS testbed
via Ethernet.

The Spanner is also a Sun workstation that attaches to the Ethernet. In the laboratory test
environment, the delays, datarates, and error rates of the satellite environment are emulated
by the Spanner program. Using this configuration, we can route CCSDS Telemetry and
Telecommand packets through Spanner to impose the delays, data rates, and error rates of the
STRV communication environment. (Note that we have not attempted to accurately model
the error distributions of the STRV space link environment with Spanner - it inserts bit-errors
according to aBernoulli process[3].)

1 Thisdifference between the OBC and the flight system is significant - the flight system
generates a stream of synchronous frames, while the OBC can generate asynchronously.
We found in our analysis of the experiment data that this difference produced a
discrepancy between the bit-efficiency of the tests conducted in the laboratory and of
those conducted in the field, due to queuing in the laboratory’ s Spanner system, which
simulates delays and errors. We will discuss thisin our presentation of the field test bit-
efficiency results.



The Ground System is the machine that acts as the ground-based SCPS-TP endpoint. It
sends CCSDS packets bound for the OBC to the Spanner host, and receives packets from
Spanner that originated on the OBC. Note that the outbound interface for the Ground System
workstation is Ethernet. There is no handshaking between the Ground System workstation
and the Spanner host.

OBC "Ground" System
scps_strv SCPS-TP scps_resp
SCPS-TP | < - SCPS-TP
Path Path
OBC-Relay Spanner Traffic Monitor
RS-232
Ethernet

Figure 1. SSFE Laboratory Test Configuration

We used a fourth workstation to independently monitor the traffic on the Ethernet,
logging all packets exchanged between the OBC Relay and Spanner, and between Spanner
and the Ground System. The utility that monitors the Ethernet traffic is called tcpdump, and
was developed by Lawrence Berkeley Labs. We have extended it to understand the SCPS
extensionsto TCP in genera, and, for thistest, CCSDS Telemetry and Telecommand packets.

With this configuration we were able to test SCPS-TP s reliable transfer mechanisms using
a broad range of error rates and configuration options. The results of this testing are reported
in Section 6.

4.1.2 Protocol Configuration

For the SSFE testing, we were particularly interested in the effects of three SCPS-TP
capabilities on performance:

the TCP Timestamps option;
the SCPS-TP header compression capability;
the SCPS-TP Selective Negative Acknowledgment (SNACK) option.



We conducted the same experiment at five different bit-error rates: 10°, 10°, 2x10°,
5x10°, and 10™*. The experiment was of the form 2r, where k=3 and r=10. The 2° design
yielded eight configurations to test, as shown in Table 1:

Table 1. SCPS-TP Configurations for Laboratory Testing

Configuration Header TCP
Compression Timestamps SNACK

Config 1 Off Off Off
Config 2 Off Off On
Config 3 Off On Off
Config 4 Off On On
Config 5 On Off Off
Config 6 On Off On
Config 7 On On Off
Config 8 On On On

Note that while Config_1 has none of the SCPS-TP capabilities enabled that were under
test, it is not representative of the performance of TCP. Config_1 is still using features that
are not availablein TCP: rate control, reduced acknowledgment frequency, and non-use of
congestion control. Refer to [18] for a more detailed discussion of these and other SCPS-TP
features. For a high-level overview of SCPS-TP features, refer to Appendix D of this
document. For a comparison of SCPS-TP performance to TCP performance, refer to [13].

Table 2, below, presents the settings of parameters that were invariant throughout the
laboratory tests. Note that downlink packet sizes were fixed at 90 bytes throughout the

testing.

Table 2. SCPS-TP Parameter Settings for Laboratory Experiments

Configuration Parameter Onboard Setting Ground Setting
Buffer Size
Send buffer 19712 bytes 71928 bytes
Receive Buffer 19456 bytes 69880 bytes
Outbound SCPS-TP Packet Size £ 84 bytes £ 250 bytes
Rate control settings 1000 BPS 125 BPS
Congestion control Off Off
Ack Frequency 1 Ack/16 Seconds | 1 Ack/8 Seconds

(approx. 1 Ack per

(approx. 1 Ack per




2 round trip times) | round trip time)

Window scaling On On

The amount of user data per packet varied according to header size, and was alowed to fully
fill the 90-byte packets. The total volume of data for each run was sized to result in an
integral number of fully-filled data packets.

4.2 Field Configuration

This section describes the equipment and protocol configurations of the flight and ground
segments.

4.2.1 Equipment Configuration

In the discussion of the flight and ground segments, we start with general information,
then present information more specific to the SCPS elements of the segment.

4.2.1.1 Flight Segment

The STRV program includes two satellites, STRV laand STRV 1b. The two satellites
are in Geostationary Transfer Orbit (GTO), and control operations are conducted from aDRA
gite at Lasham, England. The STRV spacecraft weigh approximately 50 kg each, are cuboid
(approximately 0.45 m on each side), with body-mounted solar arrays on four sides. The
spacecraft were released spinning at five revolutions per minute by an Ariane 4 launch vehicle,
and the attitude control system maintains an approximate solar aspect angle of 90 degrees.
Each spacecraft has two onboard computers that use the MIL-STD-1750A microprocessor,
manufactured using a Silicon-on-Sapphire process for radiation tolerance. Each primary
computer (and the secondary computer on STRV 1b) has 128 kB Random Access Memory
(RAM) and 64 kB Read Only Memory (ROM), both addressable as 16-bit words. The
spacecraft use S-band frequencies for communication directly to a 12 meter antenna at
Lasham and viathe NASA Deep Space Network (DSN) antennas to the control center at
Lasham.

The STRV spacecraft are believed to be the first in Europe to implement (in full) the
Consultative Committee for Space Data Systems (CCSDS)-compatible European Space
Agency (ESA) Packet Telemetry and Telecommand standards.

We were allowed to use the secondary processor (OBC2) of the STRV 1b spacecraft for
the SSFE. Figure 2 illustrates the SCPS software architecture as implemented in OBC2.
OBC2 of the STRV 1b hasa MIL-STD-1750A CPU and 64k 16-bit words of random access
memory. The lower 32k words of the address space are shadowed by Read Only Memory
(ROM) containing code to support the primary STRV 1b mission. A small portion of this
code comprises an executive that provides access to basic OBC functionality: the ability to
receive telecommands, the ability to send telemetry, the ability to read the system clock, etc.
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All onboard code but that which provides the basic OBC functionality is overwritten when the
SCPS software is uploaded to RAM.

The remainder of the software to support the SCPS-TP testing consists of two separately-
compiled programs. Thefirst isthe SCPS Kernel. Thisisautility program that provides
basic control operations, but is not active when atest isrunning. The SCPS Kernel accepts
CCSDS telecommands and generates CCSDS telemetry packets. It provides the ground-
based user with the ability to examine and change onboard memory, to compute cyclic-
redundancy codes (CRCs) over various ranges of memory, to upload and download areas of
memory, and to pass control to other programs for execution (and to receive control back
from them upon termination of the program).

cops T App. I/F
‘Test Driver(s) CCSZCS:gg--FI;Zth
SCPS Buffer Mgr.
Kernel
SCPS Thread | A
Scheduler
i.ﬁ |
[ Telemetry IIF | [relecommand I/F|
ROM-Resident Executive

Figure 2. SSFE Onboard Software Configuration

The second program to support SCPS-TP testing is the SCPS-TP implementation and its
test drivers. The SCPS-TP implementation consists of three basic parts: the test driver
applications, the protocols, and a thread scheduler. The test driver applications provide the
ability to source and/or sink data via SCPS-TP sockets. The protocols consist of SCPS-TP
and the software to generate CCSDS Telemetry packets and parse CCSDS Telecommands,
along with the SCPS socket interface software and the buffer management software. Finally,
the thread scheduler provides a simple mechanism to support multiple concurrent threads of
execution. In this manner, the test driver applications may be more loosely-coupled from the
protocol implementations than if there were only a single thread of control.

4.2.1.2 Ground Segment
The STRV ground segment is situated at L asham, England. It is based on a network of
PCs using a combination of COTS and custom software. Figure 3 provides a high level
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overview of the system configuration. The SCPS Workstation, shown on the |eft-hand side of
the figure, is a 486-based Personal Computer (PC) running the FreeBSD operating system.
The PC has a 14.4 kbps internal modem, through which the PC is connected to the Internet
viaacommercia internet provider. The SCPS software runs as an application on this
workstation

Telecommand Command sl
. Workstation
SCPS Workstation — and Control |[—®=
Scps_resp Telecommand Terminal
telnet )
SCPS-TP Conversion
Path A .‘ '
Modem RSI-232
A 1 I Status and To Lasham
| nS.23 Control Antenna or
- Terminal NASCOM/
DSN
To
Internet IA
Data § From Lasham
Telemetry <« »| Handling | o |- Antenna or
Workstation Terminal | & NASCOM/
v DSN
CCSDS Frame Sync
RS-232 Telemetry <
Processor IRIG B Time

Figure 3. SSFE Ground System Configuration

and sends CCSDS Telecommand Packets (refer to [24], [25], [26], [27]) over an RS-232 line
to the Telecommand Workstation. The Telecommand Workstation forwards the packets to
the spacecraft by means of the Command and Control Terminal, the SCI, and ultimately via
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using a 12 meter antennathat is collocated with the Lasham ground station, viathe NASA
Deep Space Network, or viaboth. The Telecommand Workstation provides performance
feedback to the SCPS Workstation over the same RS-232 line over which the SCPS
Workstation sends commands. When the Telecommand Workstation receives an indication
from the Command and Control Terminal that the telecommand has been enqueued for
transmission, it passes a“Ready” signal back to the SCPS Workstation. The SCPS
Workstation does not send another telecommand until it receives this “Ready” signa. This
handshaking ensures that a queue does not build in the Telecommand Workstation.

The SCPS Workstation receives CCSDS Telemetry Packets [7] and frame status
information from the CCSDS Telemetry Processor over another RS-232 line. The CCSDS
Telemetry Processor works independently of the primary telemetry processing system, which
isthe “Data Handling Terminal.”

4.2.2 Protocol Configuration

The flight portion of the testing consists of a subset of the configurations examined in the
laboratory testing. The configurations that we tested are shown in Table 3. As shown, the
testing did not include the full range of tests with SCPS-TP header compression disabled.
Rather, a single baseline configuration, Configuration 1, was tested with header compression
disabled, and the remainder of the tests considered al combinations of the other two options,
but with header compression enabled.

Table 3. SCPS-TP Configurations for Flight Testing

Configuration Header TCP

Compression Timestamps SNACK
Config 1 Off Off Off
Config 5 On Off Off
Config 6 On Off On
Config 7 On On Off
Config 8 On On On

The settings of parameters that were invariant throughout the flight tests are identical to
those presented in Table 2. Aswith the laboratory testing, downlink packet sizes were fixed at
90 bytes throughout the tests. The amount of user data per packet varied according to header
size, and was alowed to fully fill the 90-byte packets. Total volume of datafor each run was
sized to result in an integral number of fully-filled data packets.
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Section 5

Methods

Both the laboratory tests and the field tests use the Expect scripting language [21] as the
means of automating the test procedures. In our early tests, we attempted to conduct the
tests “by hand.” The result was often successful, but too often we would make minor
mistakes that rendered the test unusable (such as writing over aresult file). Occasionally, we
made more significant mistakes that required us to re-upload the software (such as
transferring control to the wrong memory location to start the test). Clearly, we needed a
means to provide repeatability in our processes. The Expect scripting language, and Tcl (i.e.,
the Tool Control Language) [29], on which Expect is built, provide such repeatability.
Additionadly, in the laboratory, entire test sessions could be scripted. With each laboratory
test taking between 10 and 45 minutes to execute, and with 400 tests in the test suite, afull
test run takes amost a week of uninterrupted operation. In the field, Expect gave usthe
ability to easily ensure that the configuration was correct for each test, that the test was
started properly, and that the test results were collected and stored in a consistent manner. In
addition, we had the Expect script invoke awk scripts to perform the first stages of data
reduction “on the fly”, so that subsequent post-processing was less difficult. (Note: “awk” is
a pattern-matching language that is useful for searching through files and extracting specific
pieces of information.)

This section describes the methods used to conduct the tests, to gather the results, and to
reduce the data into usable information. The processes are similar for the laboratory and the
field tests, but sufficiently different that they are presented as separate subsections.

5.1 Laboratory Testing

The laboratory testing involved coordination of several UNIX-based workstations and the
MIL-STD-1750A-based Onboard Computer. This section discusses how the tests were
conducted and how the operation of the workstations and OBC were coordinated.

5.1.1 Test Execution

Recall Figure 1, which shows the laboratory equipment configuration. There are four
UNIX workstations: the OBC-Relay, the Spanner host, the “ Ground” system, and the traffic
monitor. We chose to host the Expect language on the OBC-proxy host, primarily because
the job of relaying packets to and from the OBC was not taxing.

Prior to testing, we loaded the SCPS kernel and the SCPS-TP implementation (including
the thread scheduler, buffer manager, CCSDS path code, SCPS-TP code, and test drivers)
onto the OBC and invoked the SCPS kernel. The SCPS kernel provides basic functionality:
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reading and writing memory locations, passing control to a user-specified address, etc. These
basic capabilities are used in the execution of the tests.

We compiled and loaded onto the Ground system host the eight executable SCPS-TP
responder programs that corresponded to Configurations 1 through 8, as previously defined in
Table 1. Additionally, we ensured that the spanner program was resident on the Spanner
host, and the tcpdump program was resident on the Traffic Monitor host.

The basic flow of an individua test is as follows;

1.

On the OBC Relay host, terminate and restart the CCSDS Path packet relay programs
relay_up and relay_down. These programsrelay packets from the Ethernet to the
OBC and from the OBC to the Ethernet, respectively.

On the Spanner host, terminate and restart the spanner program with the bit-error rate
appropriate to this run, plus the constant parameters specifying 250 millisecond
propagation delays, 1000 bps downlink data rate, and 125 bps uplink data rate.

On the Packet Monitor host, terminate and restart the tcpdump program to log traffic
on the Ethernet. The tcpdump program is invoked with filters that restrict its logging
to only those packets that are relevant to the ongoing test. Redirect the output of the
tcpdump program to alog file.

On the Ground system host, terminate and start the SCPS-TP responder program
corresponding to the protocol configuration under test. Specify the Spanner host as
an intermediate destination for any data bound for the OBC. Redirect the output of
the responder program to afile. (The responder program prints debug information,
including a snapshot of every packet received, and post-run summary information.)

Command the OBC to return control to the SCPS Kernel and verify the command has
been acted upon. Write to specified onboard memory locations to select the
appropriate SCPS test driver, the number of packets to transfer, and the amount of
user data per packet to transfer. Verify these memory locations by reading them back
and monitoring the debug output of the SCPS-TP responder program. (The SCPS-TP
responder program is waiting for the OBC to initiate a SCPS-TP connection. Any
packets received that are not part of the SCPS-TP protocol are printed, but otherwise
ignored by the SCPS-TP protocol.)

Command the OBC to start the test. Verify that the test has started by monitoring the
output of SCPS-TP responder program on the Ground system host. Continue to
monitor the test execution until the responder program indicates that the connection
has closed, or atimeout value expires. |f the connection was properly closed, set a
test status indication to “Pass.” If the timeout counter expired, set the test status
indication to “Failed.”

Collect the various log files from the Ground system host, the Spanner host, and the
Traffic Monitor host. Perform theinitial post-processing and write the resultsto afile
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along with test identification information (e.g., configuration, repetition, bit-error rate,
etc.).

The remaining two subsections describe the data that is collected for an individual test,
and the initial post-processing that is performed to summarize the results of an individual test.

5.1.2 Data Collected
For each individua test, the following log files were collected:

The spanner log file, which contains an indication of each packet dropped, by
direction (i.e., uplink or downlink).

The tcpdump log file, which contains a timestamped copy of each packet on the
Ethernet. These detailed files are used primarily for debugging, and are not reported
on in this document.

The SCPS-TP responder log file, which contains a printout of every packet received
by the SCPS-TP responder, plus debugging information and end-of-test summary
information.

5.1.3 Data Reduction

The post-processing that is done as part of the test execution is performed primarily by
means of the awk [1] programming language. Awk is a pattern-matching language that is
well-suited to the data reduction tasks required to transform the various log files into
something that is compact and representative of the test results.

Table 4 contains alist of the data items that are produced from the log files after each
laboratory test completes. These dataitems, along with identifiers for the test, such as the
configuration number, the requested bit-error rate, and the repetition number, are recorded in
asummary file. The primary experimental results that we derive from this information are
throughput, (down) link utilization, and bit-efficiency. The equations to calculate these results
aregiven in Appendix A. The post-processed data items, throughput, link utilization, and bit-
efficiency data for each laboratory test appear in Appendix B.

5.2 Field Testing

The field testing environment differed significantly from the laboratory testing
environment. For the field testing, we had the ability to write scripts only for the SCPS
workstation. In some ways, this simplified testing, since there was not the need to coordinate
the actions of many different machines. However, there were necessary data items that could
not be directly measured, such as the number of lost packets, that had to be calculated. In
addition, we did not have a packet monitor active in the system, so we generated tcpdump log
files at the SCPS Workstation (refer to Figure 3. SSFE Ground System Configuration).
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Table 4. Post-Processed Data Items Recorded for Each Laboratory Test

Data ltem

Description

Elapsed Time

The time from when the first SCPS-TP packet sent until the last
SCPS-TP packet is received

Elapsed Time in Data
Transfer Phase

The time from when the first data-carrying SCPS-TP packet is
sent until the last data-carrying packet is acknowledged.

Packet Count Down

The number of packets sent from OBC to Ground. Separated
into Compressed SCPS-TP packets and Uncompressed SCPS-TP
packets.

Packet Count Up

The number of packets sent from Ground to OBC. Separated into
Compressed SCPS-TP packets and Uncompressed SCPS-TP
packets.

Byte Count Down

The total number of bytes of data sent by the SCPS-TP entity on
the OBC to Ground, inclusive of SCPS-TP headers, but not
including CCSDS Packet Headers or framing overhead.

Byte Count Up The total number of bytes of data sent by the SCPS-TP entity on
the Ground to the OBC, inclusive of SCPS-TP headers, but not
including CCSDS Packet Headers or framing overhead.

Packet Drops The total number of (downlink) packets dropped or corrupted

during the SCPS-TP session. (Note: the number of uplink
packets dropped or corrupted during the SCPS-TP session is also
recorded, but since the flight system uses the CCSDS COP-1
retransmission protocol, this value is always zero.

5.2.1 Test Execution

We hosted the Expect scripting language on the SCPS Workstation, along with the SCPS-
TP responder software. Aswith the laboratory testing, the SCPS protocol software was
uploaded to the spacecraft prior to the execution of the test, and the SCPS Kernel was
invoked. The test script performed the following actions for each test:

1. Terminate and start the SCPS-TP responder program corresponding to the protocol
configuration under test. Redirect the output of the responder program to afile. Due
to the absence of a Traffic Monitor host, the responder program also produced a
tcpdump-compatible log of al packets sent and received.

2. Command the STRV 1b to return control to the SCPS Kernel and verify that the
command has been acted upon. Write to specified onboard memory locations to select
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the appropriate SCPS test driver, the number of packets to transfer, and the amount of
user data per packet to transfer. Verify these memory locations by reading them back
and monitoring the debug output of the SCPS-TP responder program.

3. Command the STRV 1b to start the test. Verify that the test has started by monitoring
the output of SCPS-TP responder program on the SCPS Workstation. Continue to
monitor the test execution until the responder program indicates that the connection
has closed, or atimeout value expires. |f the connection was properly closed, set a
test status indication to “Pass.” If the timeout counter expired, set the test status
indication to “Failed.”

4. Savethelog files from the SCPS Workstation. Perform the initial post-processing and
write the results to afile along with test identification information (e.g., configuration,
repetition, etc.).

5.2.2 Error Introduction and Measurement

In the field, we did not have the precise control over the bit-error rate that we havein a
laboratory environment. The signal quality for STRV-1b varied widely, from zero bit-errors
over the course of a 10-minute test, to so many bit-errors that the spacecraft signal could not
be distinguished from background noise.

For those runs in which we needed bit-errors during the time that the link was clean, we
tried two primary methods of error introduction. The first involved cycling power on the
frame synchronizer that was part of the CCSDS Telemetry Processor. This had three primary
disadvantages. first, the processor required several frames to resynchronize, so the shortest
link outage was several seconds long; second, the distribution of errorsis different than if
errorswere “real”, especialy at low error rates; and third, the fact that telemetry was missing
was not recorded by the Telemetry Workstation, which received its telemetry before the frame
synchronizer and was therefore not useful in independently verifying the bit-error rate. The
second alternative proved to be much more satisfactory: we drove the antenna “off point” in
both azimuth and elevation. By gradually adjusting the antenna pointing, we discovered that
we could gain some reasonable control over bit-error rate. The adjustments were in the range
of -250 seconds in elevation and -60 seconds in azimuth.

To measure bit-error rate, we used three independent techniques: we counted packet |oss,
we counted bad bits in the known portions of idle packets, and we counted bad bitsin the
known portions of SCPS-TP packets. The first, counting packet loss, is the technique used to
plot the data presented in Section 6. We chose packet |oss as the basis of our bit-error rate
estimates for two reasons. First, it yields a conservative (lower) estimate of bit-error rate,
since the technique for calculating bit-error rate assumes a maximum of one bit-error per
packet (see Appendix A, Equation 9) while many bit-errors per packet are possible. Second,
SCPS-TP responds to packet errors. The response of SCPS-TP to a packet with an error
packet is the same whether that packet has one error or ten. (Note that SCPS-TP' s response
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is affected by whether several consecutive packets are in error, but that situation is accounted
for with the packet-loss technique.) Of the three techniques cited above, the packet-error rate
method always yielded aresult that was better than or equal to the technique that counted
known portions of SCPS-TP packets. There was relatively good consistency between the
three techniques, with differences typically being approximately 2:1 between the techniques.
There were two tests in which the differences between techniques were approximately 10:1,
and in both of these tests the packet-error counting technique yielded the lower estimate of
bit-error rate.

We format our results with an X-axisin units of bit-error rate rather than as in units of
packet-error rate because bit-error rate is a more widely-understood concept. Readers should
bear in mind that the results presented here were taken with packets that were no larger than
90 bytes. Longer packets would have fared more poorly at the high bit-error rates. (Note
that bulk data transfers will typically use the largest packet size available, while command-
response traffic may vary in size but tends to be in the tens-to-low-hundreds of bytes per
packet range.)

5.2.3 Data Collected
The following files were collected for each test run:

The tcpdump log file, generated by the SCPS-TP responder program, which contains a
timestamped copy of each packet sent or received by the SCPS Workstation. (Note
that downlink packets lost in transmission, rather than corrupted, are not captured.
We used the CCSDS Telemetry Packet sequence number to identify the maximum
number of packets that had been sent, which allowed us to calcul ate the number of
packets that were not received by the SCPS Workstation.)

The SCPS-TP responder log file, which contains a printout of every packet received
by the SCPS-TP responder, plus debugging information and end-of-test summary
information.

5.2.4 Data Reduction

Table 5 lists the dataitems that were generated by the data reduction activities conducted
inthefield. The datareduction activities for the field data were dightly different than for the
laboratory data. The primary difference was the way in which the bit-error rate was
calculated. Instead of having a direct measure of packet drops (as provided by the Spanner
log filein the laboratory tests), we had calculate the number of lost packets. We did this by
subtracting the number of packets received from the maximum CCSDS Telemetry packet
sequence number on the link (this sequence number is reset to zero for each test). In addition,
we logged the start and end times of each test, for correlation with other log files.
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Table 5. Post-Processed Data Items Recorded for Each Field Test

Data Item Description
Test Start Time Time (in local time) of receipt of initial SCPS-TP packet
Test End Time Time (in local time) of receipt of fina SCPS-TP packet
Elapsed Time Time from when the first SCPS-TP packet is received until the

last SCPS-TP packet is received

Elapsed Time in Data
Transfer Phase

Time from when the first data-carrying SCPS-TP packet is
received until the last data-carrying packet is acknowledged.

Packet Count Down

Number of good packets received by the ground system.
Separated into Compressed SCPS-TP and Uncompressed SCPS-
TP packets.

Packet Count Up

Number of packets sent from ground to spacecraft. Separated
into Compressed SCPS-TP and Uncompressed SCPS-TP
packets.

Byte Count Down

Total number of bytes of SCPS-TP received without error by the
ground, inclusive of SCPS-TP headers, but not including CCSDS
Packet Headers or framing overhead.

Byte Count Up

Total number of bytes of data sent by the SCPS-TP entity on the
ground to the spacecraft, inclusive of SCPS-TP headers, but not
including CCSDS Packet Headers or framing overhead.

Max Sequence Number

Maximum CCSDS Telemetry packet sequence number appearing
in the test. The number of packets that were lost or corrupted in
aparticular data run are calculated by subtracting from this value
the total number of packets received.

As with the laboratory testing, the primary experimental results that we derive from this
information are throughput, down link utilization, and bit-efficiency. The equationsto
calculate these results are given in Appendix A. Note that bit-error rate must be calculated for
thefield data. The equation to calculate bit-error rate from packet loss count also appearsin
Appendix A. The post-processed data items, throughput, link utilization, and bit-efficiency
data for each field test appear in Appendix B.
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Section 6

Results

This section presents and discusses the results of the laboratory and field tests. The
laboratory results are presented first, and reflect an environment over which we had more
control than in the field. The field tests were conducted to confirm the laboratory results.

6.1 Laboratory Experiment Results

We collected throughput, link utilization, and bit-efficiency data for each of the eight
configurations at five different bit-error rates. The tablesin Appendix B contain the detailed
results. We conducted each test ten times, and computed an 